SrcT7TYr- AL - P
30.03. 2826,
”'""*% CTAHOBMUIIE

ot npod. a-p Anekcanibp borjanos beksapcku
Texnunuecku Yuusepcuter — Codus
10 KOHKYpPC 3a 3a€MaHe Ha aKaJeMH4HaTa JUIbKHOCT “JIOLEHT™
B npodecHonaiHo HanpasieHue 5.3. KoMyHHUKaMOHHA U KOMITIOTEPHA TEXHUKA
crietManHocT ,, KOMIIIOTBPHH CUCTEMH, KOMIUIEKCH ¥ MPEKH~

KonkypcbT 32 akaJeMH4HaATa JTHKHOCT . JIOLEeHT B npodecHonanHo HarpaBiaeHue 5.3
KoMyHHKallMOHHA M KOMITIOTbPHA TEXHHKA, CreudanHocT ,KOMIIOTBpHU CcHCTEMH,
KOMIIJIEKCH M Mpexu ~ e o0siBeH B [IbpixaseH BecTHHUK, Op. 101 ot 27.11.2025 r. 1 B caiita Ha
Texuuvecku ynusepcuter — Codus 3a Hykaure Ha kateapa “MudopmalMoHHH TEXHONIOTHMH
B uuaycrpusita” Ha (akyiarer “KoMNIOTBPHH CHCTEMH M TEXHOJOrMU 1pu TexHuyeckd
yuusepeurer — Codus.

Kanauaar no obsaBeHust KOHKYpC € rnac. A-p HHK. AjlekcaHabp BanentuHos Xpucrtos
o1 Karejpa “KommorTepHu cuctemu” Ha (akynteT “KoMMIOTLPHH CUCTEMH W TEXHOJIOTHH™
npu Texuuueckn yuupepcuter — Codus.

JlOKyMCHTMTG o KOHKypca ca npeaajcHd B IPCABHIACHUA CpPOK W OTroBapsT
HaITbJIHO HA M3MCKBAHMATA Ha 3aKOHA 3a pa3BUTHE Ha aKaJeMH4YHMA cbcTaB B PenyOnuka
buarapus, [Ipasuinuka 3a HeroBoTo npuiaaraHe W IlpaBuiiHMKa 3a yCcloBHATA M pella 3a
npupobusae Ha Hayunu ctenenn B TY — Codus.

1. O0ma xapakrepHCTHKAa HAa HAy4YHO-H3CJIeJ0BaTeJICKATa U HAy4HO-
NPUJI0AKHA JICHHOCT HA KAH/IH/1aTAa

['1.ac. Ji-p MHK. Aslekcanabp XpHUCTOB Y4acTBa B HACTOAIIMA KOHKYpC ¢ | MoHorpadus
1 14 Hayunu nyOiMKauLMH.

Hayunure ny0nuKalMy Ha riac. J-p HHXK. Anexcanasp XpHcros MOraT Jla ce MpeicTaBsaT
M0 CACAHNUA HAYUH:

- MoHorpagus — 1 6poii;

- Hay4yHu JoknaaM - 14 Ha HayyHu KoOHdepeHUMH B uy:KOMHA M B HallMOHANTHM
KoH(epeHUMH B bbarapus ¢ Mex/lyHapO/JHO y4acTHe;

OO61 6poii Toukn 383.3T.

- UMTHpaHud - 001 33, obui Opoii Toukn 286 TOUKH

HayuHo-u3cnenoBaTenckara AeiHOCT Ha ri.ac. I-p WHXK. AnexcaHabp XpHUCTOB €
MpeacTaBeHa B KOHKYPCa 4pe3 HEroBOTO Y4acTHE B 5 Hay4HO-HM3CIIe/IOBATENCKH J0roBop H |
MexayHapoaeH. O6wwo 70 Touku

|||'JC,'_1CTE13L’HHTC 3a HACTOsALWMHA KOHKYPC 14 Hay4HH ﬂyﬁ.WHKBuHH ca caMO 4acT OT
oblara 3HauMTeIHa Mo 00eM Hay4yHa NPOAYKUMS Ha 1. ac. J-p HHAK. AJIeKCaHabp XPHCTOB,
KOETO OIpEeJC/ICHO JlaBa OCHOBAHWE 3a OTJIMYHaA OLCHKa TMpH OINpeAeIaHETO Ha 06]1{31‘3
XapaKTepuCTHKAa Ha HAy4HO-M3C/e/lOBaTeicKata W  Hay4yHO-TIPHJIOKHA JIeHHOCT Ha
KaHAMAATBT.



2. OneHKa Ha NneaarorHyeckKara rnmoAroTOBKAa H AeHHOCT HA KaH/AH/1aTa

['n.ac. a-p unk. Aslekcanabp XpuUCTOB € M30paH 3a riaBeH acucTeHT npes 2023 r. B
katenpa . Murenurentun texHonoruuw B uuayctpusta® Ha DOKCT npu TY — Codwus.
Jammrasa auceprainoned Tpya npez 2023 r. no cneunanHoctra ,,CHCTEMHM C H3KYCTBEH
MHTENeKT .

['n.ac. n1-p vHK. AjekcaHabp XpHCTOB MMa Oorar nejarorH4eckd ONUT, KOHTO ce
M3pazsiBa B IPOBEX/IAHE HA JIEKUMH, YNPaXKHEHMA, PBLKOBOJACTBO Ha KYPCOBH MPOCKTH, W
JMIUJIOMHH paboTH, TACHO CBBP3aHM ChC CrelHaNHOCTTa ,,KOMMIOTEPHH CUCTEMH, KOMILIEKCH
M MpeXHK™ Ha KOHKYypca 3a 3aemMaHe Ha akajJeMH4HaTa AnbxKHoCT . Jlouent™.

I'nac. n-p vk, Anexkcanibp XPUCTOB € MPOBEXKAAl JIEKUMH M YIPaKHEHUSA [0

quctmnananTe:  M3cneaBaHe  Ha  onepauMdTe M NPWIOKHO — TIporpamupane”  3a
cneunantocture ,MHGoOpMallMOHHK TexXHoNoruk B MHaycTpusata™ v, KoMmMmorspHo H
codryepro wuikeHepcTBo™; . MurepHer Ha Hewara” u . MuHTepHer TexHosoruu® 3a

crieunantoctra JMHpopMallHOHHU TEXHONOTMHU B MHAYCTpHATA™ .

[lenarornueckara kpanudukaums Ha ri.ac. 1-p MHK. Anekcanabp XpUCTOB ce opopms
M C YCHEUHOTO PbKOBOACTBO HA MHOMKECTBO KYPCOBM 3a/lauM M TPOEKTH, KaKTO M Ha
JMTUIOMAHTH.

M3n0xeHUTe apryMeHTH HalbJHO OYEPTaBaT I1€/1arorHyeckara MoAroToBKa W AeHHOCT
Ha rj.ac. J-p MHXK. AneKkcaHabp XPHCTOB KaTO BHCOKO npodecHoHalHa, ¢ MoJyepraHa
METO/IMYHOCT M HAJIMYHE Ha APKO W3Pa3eHH NPENoaaBaTe/ICKi KayecTpa.

3. OcHOBHHM HAaY4YHH H HAYHHO-TIPHJIO’KHH ITPHHOCH

Beuuku npeicTtaBeHM M ONMMCAaHH, B NPHIOXKEHATa KbM JIOKYMEHTHTE 10 KOHKYypca
CrpaBka 3a MPHHOCHTE, HayuyHH MyONIMKauuMu ca B 00JacTTa Ha KOHKypca M ouepraBar
ChBCEM TOUHO M SICHO CJIEJIHUTE HAYYHH, HAYYHO-TIPHIIOKHH U MPUII0KHHU MPUHOCH Ha ri.ac.
A-p MHK. AneKcaHIbp XPHCTOB:

Hayunu npunocu:

AHaJIM3 Ha 3anjaxure, yA3BUMOCTUTE M KuOepcurypHocTTa Ha MHTepHeT Ha Hewarta
(loT) [M1], unayctpuanuua untepuet Ha Hewara (IloT) [2.5], [2.7], kaTo ca npeuioxKeHH
pelleHrs Ype3 U3KYCTBEH MHTENIEKT 3a oTKpuBaHe [2.2], [2.3] u cnpaBdHe ¢ aTaku OT THNa:
3JI0HAMEPEH KOJI, aTAKK 10 CTPaHUYHK KaHalu U otka3z ot yeayra (DoS).

Hay4HO-npHIOKHH NPHHOCH:

Ananu3 na npodnemure [M1] npu loT B odnacTra Ha KOMYHHKAUHKUTE, CHIYPHOCTTA K
00OpaboTKara Ha roJleMd MAacHBH OT JIAHHH, KATO ¢a Npe/UIOKeHH pellieHus 3a noo0peHre Ha
loT upe3 moxaen na paszwmpena pamka Ha loT, Ge3KHYHM CEH30PHM MpEKH M OEIKMUHM
KOMYHHKalLlMOHHK KaHnanu [M1].

3. MacnenBane Ha BpeMETO 3a ycrnelHo nposesx/iade Ha DDoS mpexosu ataku B [loT
upes peajieH ekcriepuMeHT [2.7], KaTo ca pelleHH 3aJauuTe: 3a Ch3JAaBaHe Ha KOHUENTYyaleH
MOJe1, Onpe/iesisiHe Ha 0cTaTbueH Opoii uTepalvu, NPoBek/1aHe Ha peajleH eKCIEePUMEHT U ¢
HarnpaseH aHalW3 Ha MOJYYEHUTE pe3yJiTaTH.

4. TlpeutoxeH e MOAXo/1 3a CUMYJIHpaHe Ha coTyepHo neduHupanu mpexu (SDN)

[2.11] ¢ Mininet u Open Network Operating System (ONOS), kato ca npoeeaeHH
CHMYJallMOHHHU ekcniepumeHTH ¢ Virtual Private LAN mpesxu [2.12].



5. Cunresupanu ca anroputem U Python npunoxenue [2.4], peanuzupaumio General
Purpose Simulation System (GPSS) cumynatop, M3M0I3BaHK 3a CUMYJIALMOHHO H3C/Ie/IBaHE
[2.4] na mynTunpouecopu ¢ MHoronoproBa namer [2.4], kubeparaku or Tuna ,.cookie
poisoning™ [2.6] u [1oT DDoS araku [2.5].

Hay4yHo-npua0KHH HPHHOCH:

6. [lpennoxenu ca npumepHu peanuzaudd [M1] na enemenHTH Ha . )yMeH JoM™ -
amapmena cuctema Oasvpana Ha Arduino [3.1], IMCTAHIIMOHHO YNpaBJieHHE Ha YCTPOICTRa
[3.2]. kakTO M cHCcTEMa 3a JWCTAHLUHMOHHO yrpaBleHue upe3 TexHosjorusaTa Blockchain [M1],
CHCTEMA 3a MOHMTOPHHT Ha TeMmneparypara Ha uunoBeTte Ha Bitcoin miner [2.1], u nportoTun
Ha ,,ymHa" ckoba [2.13], u3non3rana B cucTeMa 3a rnapkKupaHe.

7. PazpaboteHo e abopaTOpHO yIIpa)XHEHHE 3a W3CIIe/IBaHe Ha aTakM OT THNa ,,40BEK
no cpenara” (MITM) B 1oT ¢ nporpamupyemu nornuecku kontponepu [2.10] u noaxoau 3a
3allMTa 4upe3 npeMuHaBate KbM npotokosa Secure Modbus.

8. Ipe/uioeHH ca cucTeMa 32 MOHMTOPHHT Ha METPHKH Ha MHOXKECTBO KOMITKOTBPHH
cuctemn [2.9] (6asupana na Vagrant, VirtualBox, Telegraf arentu, InfluxDB u Grafana) u
CcHCTEMA 3a MOHHUTOPMHI Ha MpexoB Tpapuk [2.14], KouTO aBTOMaTH3MpaT CLOMpAHETO,
ChXPAHEHHETO MW BHM3yanusauMaATa Ha cbOupanuTe aaHuu. [lpensioskenure cucteMu ca
MOAXOAAIIM KaKTO 32 HHKEHEPHH [IeJTH, TaKa U 32 KOHKPETHH NabopaTOpPHH YNpaXKHEHHS.

9. Paszpaborero e Windows npu/io;keHHe 3a aRTOMATH3MPaHE HA W3YHCIIEHUATA MPH
onpesie/siHe Ha XapaKTePUCTHKUTE Ha MapKOBCKH BEPHUIM Bb3 OCHOBA HA JIAHHW, BBBE/ICHH OT
norpedurels ¢ uHosarusen rpaguuen norpeduresncku uHTepgeiic [2.8] 3a BbBexaaHe U
KOH(UIypHpaHe Ha BXOJAHUTE apaMeTpH, Kato e Bepuduumpana padborara my.

4. 3HaYMMOCT Ha NMPHHOCHTE 32 HAYKATAa H NMPAKTHKATA

OT H3/10KEHHETO B MPHIIOKEHATA KbM JIOKYMEHTHTE [0 KOHKYypca ClpaBka 3a
NPUHOCUTE B HayyHuTe NyOAMKaUMM Ha riac. A-p MHK. AnekcaHabp XpUCTOB M MpH
JIeTalIHOTO 3arl03HAaBaHE C HEroBara Hay4Ha MpOJAYKLHMsA cJie/Ba, Y€ Hay4YHWTE W Hay4dHo-
NPUIOKHHUTE TTPUHOCH B TPYIOBETE Ha ri.ac. A-p MH#kK. Anekcanabsp XpucToB B obnacTra Ha
kubepeuryproctra Ha Murepier nHa uvewara (1oT) [M1] u B MHAYCTpHaNHMS MHTEPHET Ha
HelllaTta, ca CBIIECTBEHH OT HaydHa [Jle/lHa TOYKAa W C€ XapakTEepU3upaT ¢ OYEeBMIHA
3HAUMMOCT B HayKara M npakTthkata. Tasd 3Ha4uMMOCT MOKE [Ja ce apryMeHTHpa ¢
OPUIMHAJIHK  MACH M aHAJIW3H, CEPHO3HA, AIrOPUTMHYHA peanu3alusa, IpaKTHYeCKa
NPUJIOKUMOCT B HAay4yHW pa3paboTKM M MEXK/IYHApOIHH IPOEKTH € MEeXIyHapOIHO
NpH3HaHHeE.

4. Kputu4nn 6ej1e’KKH H NpenopbKH

[lpodecnonanuure HaydyHd M NpPEnoJaBaTe/ICKM KadyecTBa Ha rJLac. J-p HHK.
Anexkcanabp XpucToB ce 3abens3BaT KakTo B MNPEUU3HOTO O(OpMIIEHHME HA HAay4yHHTE
nyOoauMKauMu M pa3padoTKH, Taka M NpH OQOPMIEHHMETO Ha JIOKYMEHTHTE MO KOHKYpCa,
HE3ABMCUMO OT 3HAYMTENIHMs UM o0eM. 3artoBa 3adesfA3aHUTE TIPOMYCKH M HETOYHOCTH ca
HE3HAYMTEHU OT HAYYHO M PelaKUMOHHO eCTECTBO U He € HeoOXoAuMo Ja ObaaT 1noapolHo
M3J1araHi B TOBA KPaTKO CTAHOBHMIILE.

Moxe 1a ce OTMPaBAT KOJErHalHW Tpernopbky 3a ObAELIM OlUEe MMO-3HAYHMH
TEOPETUYHH W3CJIeIBAaHHUS, PBKOBOICTBO HA MEXK/IYHAPOIHU W HALLMOHAJIHW HAYYHH [POEKTH,
Ch3/1aBaHE HA 1IKOJIAa OT MJIaJIM KaJIpH W JIOKTOpPaHTH B W30paHaTta HayuyHa obacT.



5. 3akiouyenue

[lsnocTHAaTa HaydHa, M3c/e/loBaTe/IcKa U NpernojaBaTe/icka JeHHOCT XapakTepu3upar
r.ac. J-p WK, Aslekcanabp XpHCTOB KaTO BUCOKOKBaIW(HUMpaAH NpernojaBaTen v yUYeH ¢
HayueH M MearorHiecky aBTopuTeT B obllacTra Ha KOHKypca. ToBa MM /1aBa OCHOBaHHMe,
JIa TBbPAA, 4e ri.ac. A-p HHK. Alekcan1bp XpHUCTOB MpPHTEkKAaBa HEOOXOAUMHTE KavyecTsa
jacny)kaBa Ja 3aeme akajemuuHara anexkHoct LJIOLEHT” B npodecuonannoro
Hanpasiieide 5.3 KoMyHMKalUMOHHA M KOMMIOThPHA TeXHMKa, crienuanHocT ., KommoTepHH
CUCTEMH, KOMIUIEKCH W MPEkKH™

30.03.2026 r. UNeH Ha KYPHTO! ..o
/ npod. n-p Anekcanabp beksipcku/



POSITION

in a competition for the academic position of "Associate Professor"
in a professional direction 5.3. Communication and computer equipment
specialty "Computer systems, complexes and networks"
candidate: chief assistant Dr. Alexander Valentinov Hristov
Member of Scientific Juri: Prof. Dr. Alexander Bogdanov Bekyarski

1. General characteristics of the research and scientific-applied activity of the
candidate

The documents for the competition were submitted within the stipulated deadline and
fully meet the requirements of the Act on the Development of the Academic Staff in the
Republic of Bulgaria, the Regulations for its implementation and the Regulations on the
conditions and procedure for acquiring scientific degrees at TU - Sofia. 1. General
characteristics of the candidate's scientific research and applied scientific activity Assoc. Prof.
Dr. Eng. Alexander Hristov participates in this competition with 1 monograph and 14
scientific publications. The scientific publications of Assoc. Prof. Dr. Eng. Alexander Hristov
can be presented in the following way: - monograph - 1 issue; - scientific reports - 14 at
scientific conferences abroad and at national conferences in Bulgaria with international
participation: Total number of points 383.3 points - citations - total 33, total number of points
286 points The scientific research activity of Assoc. Prof. Dr. Eng. Alexander Hristov is
represented in the competition through his participation in 5 research contracts and |
international one. Total 70 points The 14 scientific publications presented for this competition
are only part of the total significant scientific output of Senior Asst. Dr. Eng. Alexander
Hristov. which definitely gives grounds for an excellent assessment in determining the general
characteristics of the candidate's research and applied scientific activities.

2. Assessment of the pedagogical preparation and activity of the candidate

Assistant Dr. Eng. Alexander Hristov was elected as a Chief Assistant Professor in 2023
in the Department of "Intelligent Technologies in Industry" of the Faculty of Computer
Science and Engineering at the Technical University of Sofia. He defended his dissertation in
2023 in the specialty "Artificial Intelligence Systems".

Asst. Dr. Eng. Alexander Hristov has extensive pedagogical experience, which is
expressed in conducting lectures, exercises, supervising course projects, and diploma theses,
closely related to the specialty "Computer Systems, Complexes and Networks" in the
competition for the academic position of "Associate Professor".

Asst. Dr. Eng. Alexander Hristov has conducted lectures and exercises in the disciplines:
"Operations Research and Applied Programming" for the specialties "Information
Technologies in Industry” and "Computer and Software Engineering"; "Internet of Things"
and "Internet Technologies" for the specialty "Information Technologies in Industry".

The pedagogical qualification of Senior Asst. Dr. Eng. Alexander Hristov is also shaped
by the successful supervision of numerous course assignments and projects, as well as
graduate students.

The arguments presented fully outline the pedagogical training and activity of Senior Asst.
Dr. Eng. Alexander Hristov as highly professional, with emphasized methodicality and the
presence of clearly expressed teaching qualities.



3. Main scientific and scientific-applied contributions

All scientific publications presented and described in the reference for contributions
attached to the competition documents are in the field of the competition and outline very
accurately and clearly the following scientific, scientific-applied and applied contributions of
Senior Asst. Dr. Eng. Alexander Hristov:

Scientific contributions:

Analysis of threats, vulnerabilities and cybersecurity of the Internet of Things (1oT) [M1],
the Industrial Internet of Things (IloT) [2.5], [2.7], proposing solutions using artificial
intelligence to detect [2.2], [2.3] and deal with attacks such as: malicious code, side-channel
attacks and denial of service (DoS).

Scientific and applied contributions:

Analysis of problems [M1] in IoT in the field of communications, security and processing
of large data sets, proposing solutions for improving loT through an extended loT framework
model, wireless sensor networks and wireless communication channels [M1].

3. Research on the time to successfully conduct DDoS network attacks in IloT through a
real experiment [2.7], solving the following tasks: creating a conceptual model, determining a
sufficient number of iterations, conducting a real experiment, and analyzing the results.

4. An approach for simulating software-defined networks (SDN) [2.11] with Mininet and
Open Network Operating System (ONOS) is proposed, and simulation experiments with
Virtual Private LAN networks are conducted [2.12].

5. An algorithm and a Python application [2.4] implementing a General Purpose
Simulation System (GPSS) simulator were synthesized, used for simulation research [2.4] of
multiprocessors with multiport memory [2.4], cyberattacks of the “cookie poisoning” type
[2.6] and [1oT DDoS attacks [2.5].

Scientific and applied contributions:

6. Example implementations [M1] of elements of a “smart home™ are proposed - an
alarm system based on Arduino [3.1], remote control of devices [3.2], as well as a remote
control system using Blockchain technology [M1], a system for monitoring the temperature of
Bitcoin miner chips [2.1], and a prototype of a “smart™ bracket [2.13] used in a parking
system.

7. A laboratory exercise has been developed to study man-in-the-middle (MITM)
attacks in IloT with programmable logic controllers [2.10] and protection approaches by
switching to the Secure Modbus protocol.

8. A system for monitoring metrics of multiple computer systems [2.9] (based on
Vagrant, VirtualBox, Telegraf agents, InfluxDB and Grafana) and a system for monitoring
network traffic [2.14] have been proposed. which automate the collection, storage and
visualization of the collected data. The proposed systems are suitable for both engineering
purposes and specific laboratory exercises.

9. A Windows application has been developed to automate calculations in determining
the characteristics of Markov chains based on data entered by the user with an innovative
graphical user interface [2.8] for entering and configuring input parameters, and its operation
has been verified.

4. Significance of contributions to science and practice
From the presentation in the attached to the competition documents reference of the

contributions in the scientific publications of Senior Assistant Professor Dr. Eng. Alexander
Hristov and upon detailed acquaintance with his scientific production, it follows that the



scientific and scientific-applied contributions in the works of Senior Assistant Professor Dr.
Eng. Alexander Hristov in the field of cybersecurity of the Internet of Things (IoT) [M1] and
in the industrial Internet of Things, are significant from a scientific point of view and are
characterized by obvious significance in science and practice. This significance can be argued
with original ideas and analyses, serious, algorithmic implementation, practical applicability
in scientific developments and international projects with international recognition.

5. Critical notes and recommendations

The professional scientific and teaching qualities of Senior Assistant Professor Dr.
Eng. Alexander Hristov are noticeable both in the precise layout of the scientific publications
and developments, and in the layout of the competition documents, regardless of their
significant volume. Therefore, the noted omissions and inaccuracies are insignificant in
scientific and editorial nature and do not need to be detailed in this brief statement.

Collegial recommendations may be made for future even more significant theoretical
research, leadership of international and national scientific projects, creation of a school of
voung professionals and doctoral students in the chosen scientific field.

6. Conclusion

The overall scientific, research and teaching activities characterize Senior Assistant
Professor Dr. Eng. Alexander Hristov as a highly qualified teacher and scientist with scientific
and pedagogical authority in the field of the competition. This gives me reason to assert that
Senior Assistant Professor Dr. Eng. Alexander Hristov possesses the necessary qualities and
deserves to take the academic position of "ASSOCIATE PROFESSOR" in the professional
field 5.3 Communication and Computer Engineering, specialty "Computer Systems,
Complexes and Networks"

30.03.2026 Member of the jury: ...,
/ Prof. Dr. Alexander Bekyarski/



