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Texsuqecxu Yuurepcurer - CoQur
no KoHKypc 3a 3aeMaHe Ha aKaAeMlrqHara AnbxHocr ".qouesr"

'n 
nporlecuorra,rHo HaflpaBreHVe 5.3. Kouyuuxau[roHHa rr KoMnrortpHa rexHr,rKa

creurrillrHocr ..KonrnrorupHr-t cr.IcreMLI, KoMnJ'reKcu u upexu"

Kourypcr,r'3a aKaaeMlqHara ajrl,xHocr ,,roueHT" a npoQecnoaa,rno HanpaareHae 5.3
Kouyrruraunouua H KoMrrrort,pHa rexHnKa, cneuaanHocr ,,Kovnrorupxu cucreMr,
KoNrnlreKclr 14 r\rpexx " e o6cgeu a .{r,pxareu BecrHHK, 6p. l0l or 27. I I .2025 r. u s caifia Ha

TexsrqecrcN yHHBepchrer - CoQnr 3a Hyxar{re Ha KareApa "HH$opuaur.roHHr..r rexHoflonun
u nHgycrpNrra" ua Saxy,rrer "Kolrnrcrr,pHlr ctlcre[.{}, H TexHo,'tolnu" npn TexuuvecxN

)'HnBepcx'r'er - Cot[ur.
Kau,[NAa: no o6gaeHNr KoHKypc e rn.ac. a-p nux. A,rercanar,p Ba.neHrNHos Xpucroa

or KareApa "Kounrorr,pxu crrcreMr" ua Qaxylrer "Kounrorr,pulr cucreMn u rexnottornu"
rrprl'1'exrrruecxu yrruuepcrrer Corlar.

.noryueHrrre no KoHKypca ca npeAaAeHH B [peaB[AeHH, cpoK H orroBaprr
Hanr,JIHo Ha H3HcKBaHr.trra sa 3axoHa 3a pa:|BHTHe Ha aKareMHrIHHt cacraB B Peny6,rura
6r,,rrapur. flpaau,runxa 3a HeroBoro npBraraHe r flparlr,rHnra 3a ycnoBurra H peaa 3a

npn.qo6nsaue Ha HayqHu creneHu B TY Co$nr.

l. O6uta xapar(Teprrcrurca Ha HayqHo-H3c,'reAoBare,rcrcara Ir HayrrHo-
IlpHJro?ltrra aefr Hoc'l' rra KarrAuaara

I-r.ac. g-p nHx. ArercaHArp Xpncroa yqacrBa B Hacroruru, KoHKypc c I tuouorparlrar
ru l4 Hayuux ny6,rrxaqa a.

HayuHNre ny6nHKaull Ha rJI.ac. A-p [rHx. A,rercax,ar,p Xpncro8 MofaT aa ce npeacTaBrT

llo C.rrel 14' HaqHH:
-uorrorpa$ur-l6poii;
- HayiiHH ,[oKJraaH - 14 na uayvHu roHQepenu[lr s qyx6r.rHa H B Haur{oHarHr

roHQepeuunu s 6r,rrapnr c MexryHapoaHo yqacrne;
06ur 6poii roqxr i 83.3r.
- uurHpaHu, - o6uro 33, o6u1 6po[ rorrn 286 ro,{ru

Hay,ruo-lr:c,re4oBareJrcKara 4efiHocr Na rn.ac. A-p NHx. A,rercaH.qtp Xpucros e

fipe,lcraBeHa B KoHKypca qpe3 HeroBoro yqacrxe B 5 HayvHo-H:creqoBarencKu gorosop n I

uexl()'rapo;'teH. O6ruo 70 roqrcN

llpe]]craeeHure 3a Hacroflulafl xouxypc 14 HayvHlr ny6,ruxaunu ca caMo qacr or
o6uara rrraqn're,rsa no o6eu HayqHa npoayruu, Ha rr. ac. a-p HHx. ArexcaHlsp Xpucroa,
Koe'ro orrpeAer'reHo AaBa ocHoBaHr{e 3a orJraqHa oqeHKa npu onpeAenrHero Ha o6ulara
xapaKTepHc'I uKa Ha HayqHo-H3cneAoBareJlcKara H HayqHo-nplrnoNua qelHocr Ha

KAHAHllA'IbT.

EJ{OKCT



2. Orteurca rra fieraroruqecKa'I a noaroroexa rl aefillocr rla KaHA[aara

I-,r.ac. 4-p rlHx. A,rexcas,qr,p Xpncroa e u:6paH 3a rr'IaBeH ac[creHT npe:2023 r. r
xareApa ..hule,rxr-eHrHx rexHolrorut,t B HHAycrplsra" ua @KCT npu TY - CoQNr.
3arurrasa :ruceprurt oHeH rpyr npe3 2023 r. no cfieuxanHocrra .,Cucreux c rl3KycrBeH

hHTeteNT".
I-n.ac. a-p llsx. A,rercauar,p Xprcroa rua 6orar neaarorHqecKa onhr, Kofiro ce

u3pa3rBa B npoBexaaHe Ha JreKur.{H, ynpaxHeHHr, pl,KoBoacTBo Ha KypcoBt4 npoeKTH, h

runilor\,tHH pa6oru, ucxo cBap3aHh cr,c cnequaJlHocrra ,,KounrotpHtt cHcreMH, KoMruleKcI,r

N lrpexN" Ha KoHKypca 3a 3aeMaHe Ha aKaaeMxqHara anlxHocr ,..Iloueur".
fl.ac. g-p uHx. AlexcaHAtp XpNcroa e npoBexaan JIeKuHl4 H ynpaxHeHne no

AxcufinJrlrHxTe: ,,HscreAsaHe Ha onepau[HTe I.r np noxHo nporpannpane" 3a

crrerrxa,'rHocrl.ire ..HxQopuaquouuH TexHoJ'IorHH a uxgycrpNrra" u ,,Kounrcm,pHo tt

co$r',n-egrrro uuxeuepcrso": ,.HurepHer sa ueuara" tr ,.Hurepuer r:exsotlolnlt'' 3a

cr reuHa-lr()clra ..14H(ropr'.rauaouaH TexHo.rron.rH s nH.[ycrpurra".
fle,qaroru,{ecrara rcaa,ruQNxaqar Ha rn.ac. ,{-p xHx. Arexcax,4r,p Xpucroa ce o$oprur

x c ycncuHoTo ptxoBoAcrBo Ha MHoxecTBo KypcoBlr 3aAaqH H [poeKTH, KaKTo H Ha

IHTINOMAHT!'.
l4:jroxesure apryMeHTH HarrlJrHo oqepraBar nerarorHtlecKara noaroroBKa t-{ .qef Hocr

Ha rr,l.ac. a-p hHx. A,rexcaHgr,p Xpacror Karo BHcoKo npoQecnouarua, c noAqepraHa

MeroAHqHocT L HaruqHe Ha rpKo h3pa3eHH IpenoAaBaTencKH KaqecTBa.

3, Ocxoslu.r HayqHH u rrayqHo-npu,roxHH rIpEIIoclr

Bcaurn npe4craBeHll H onrrcaHu, B npllroxeHara Kr,M aoKyMeHTHTe no KoHKypca

crrpaBKa 3a npr.rHocrTe, uayvHn ny6,rrraual ca B o6,racrra Ha KoHKypca H oqepraBar
cr,BceM ToqHo H ,tcHo cJIeIHHTe HayqHr.r, HayqHo-npnnoxHl..l H npHnoxHH npHHocH Ha lJI.ac.

t-p HHx. AneKcaHnrp Xpucros:

HaY'rlln nPnltocu:

AHaJrH3 Ha 3anraxr.rre, yr3Br.rMocr re n xr6epcurypHocrra ua HHrepHer Ha Heruara
(loT) [Ml], r.rH.lycrpnanHu,r HHrepHer Ha Herlara (lloT) [2.5], [2.7], raro ca npeanoxeHn
perrreHH, qpe3 [r3KycrBeH HHTeTeKT 3a orKpr.{BaHe 12.2), tz.3) 14 c[paBrHe c araKH or rMna:

3noHa[4epeH Ko,q, araKn no crpaH].rqHa KaHarti H orxa: or yc.nyra (DoS).

IIay.luo-nprrnoxHH nprrrroclr:

Arra,ru: Ha npo6,reuure IMl] npu [oT s o6,racrra Ha KoMyHrjKau HTe, cnrypHocrra ].r

o6pa6olrara Ha ro,qeMu MacHBr.r ol aaHHH, Karo ca npeanoxeHn pettteHalt sa no4o6peune ua
loT vpe: Moae.jr Ha pa3uHpeHa paMKa Ha IoT, 6egxuqHn ceH3opHl.r MpexH l..r 6esxNqHr
KoMyHl.{Kau[oHHh xaHarN [M l].

3. Hsc,'reasaHe Ha BpeMero 3a ycneuHo npoBexaaHe sa DDoS MpexoBH araxlr s IIoT
qpe3 peaneH eKcnep[MeHT [2.7], xaro ca peueHH 3a.{aq}rre: 3a cb3AaBaHe Ha KoHuenryaJreH
Moaen, oflpeaenrHe Ha aocrar]qeH 6pofi nrepauar, npoBexAaHe Ha pezrneH eKcnepr.rMeHT n e
lraopaBeH aHart{3 Ha noJlyqeHHTe pe3ynrarH.

4. flpel,roxeu e rroaxoA 3a cxMynnpaHe Ha corfrryepuo ae(bHHhpaHlr upexu (SDN)

[2. I l] c Mininet r Open Network Operating System (ONOS), Karo ca npoBeAeHr
cHN,ynauHoHHH eKcrrep[MeHrn c Virtual Private LAN t'rpexu [2. l2].



5. CnHreenpaHu ca anropHT'LM H P)thon np noxeHHe 12.41, peanuzupauo General
Purpose Simulation System (GPSS) cuuyrarop, H3non3BaHH 3a cHMyJrauHoHHo H3cre.{BaHe

[2.4] ua vy,rlrnpouecopH c MHoronoproBa nauer [2.4], ru6epararu or rrana ,,cookie
poisoning" [2.6] u lloT DDoS ararr [2.5].

IIal'.rno-rrpu,roxrH nprlHocH:

6. llpeg.roxeHu ca rtpnruepHr pearr43aunu [M l] Ha eJreMeHrr4 Ha ,.yMeH ,[oM" -
anapMeHa cHcreMa 6a3[paHa Ha Arduino [3.1], aucraHqraoHHo ynpaBneHxe Ha ycrpoficrBa

[3.2], xaxro H cncreMa 3a arcraHuuoHHo ynpaBnenHe qpe3 TexHonoru,rra Blockchain [M1],
cr.icreMa 3a MoHHTopl.rHr Ha reMneparypara Ha qr{floBere na Bitcoin miner [2.1], u npororHn
Ha ,.yMHa" cKo6a [2.13], r,t3rroJr3BaHa B cxcreMa 3a napK[paHe.

7. Pa:pa6oleHo e .na6oparopno y[paxHeHHe 3a H3cneaBaHe Ha ata(A or rHna ,,tloBeK
rro cpe.rara" (MI'l-M) r oT c nporpaunpyeM norxqecKn KoHrponepu [2.10] a noaxoaa :a
3au[1a qpe3 npeMHHaBaHe Kr,M nporoKona Secure Modbus.

8. flpea,roxeuu ca crrcreMa 3a MoHHToprrHr Ha MerpHKH Ha MHoxecrBo KoMrr]orbpHr.,
cNclelra [2.9] (6a:Npaua Ha Vagrant, VirtualBox, Telegraf areurH, InfluxDB r Grafana) u
chcrelra 3a r\roHr.{TophHf Ha MpexoB rpa$ux [2.14]. KoHro aBroMarH:upar cr,6Npauero,
cbxpaHeHHero H Bu3yaJrH3auHgra Ha cr'6npaHure aaHHH. [Ipeg'roxeHNre cHcreMH ca
rroaxoarlllr{ KaKTo 3a HHxeHepHH ue;rH, TaKa H 3a KoHKperHH ,ra6oparopxn ynpaxHeHar.

9. Pa:pa6oreHo e Windorvs np roxeHne 3a aBToMaru3[paHe Ha 3q[cJreHnrra rrpa
onpe.rclrrlle Ha xaparTepxcrxrNre ua MaproacKn Bepxrx Br,3 ocHoBa Ha,{aHHH. B}BeaeH[ or
norpe6alerr c HrroBarHBeH rpa$uveu norpe6ure,rcrn nHrep$e*c [2.8] :a araexnaxe u
xouSuryprapaHe Ha BxoaHHre napaMerpH! raro e repn$nunpaHa pa6orara uy.

4,3ua.rrrNlocr Ha rrpurrocuTe 3a Hayxara u npal(TuKara

Or rlg,roxexaero B npHjroxeHara Kr,M aoKyMeHTHTe no KoHKypca cnpaBKa 3a

rrpHHocure B HayqHrre ny6,rNxauuu Ha ur.ac. it-p HHx. A,rercax.6r,p Xpucroa n npl.r

,qerafi,rIoro 3ano3HaBaHe c HeroBara HayqHa [poAyKIlH, cneABa, qe HayqHI.{Te n HayqHo-
r'rpxJroxnllre nphHocr..r B TpyroBere Ha rJ'r.ac. a-p 14Hx. AneKcaHABp Xpucroa s o6racrra Ha

xu6epor lypuocrra Ha Hurepuer Ha Heruara (loT) [M1] H B rrHAycrpnanHH, r.rHrepHer Ha

Heulara. ca cbruecTaeHH oT HayqHa rJ'le.{Ha ToqKa H ce xapaKTepH3HpaT c oqeBuAHa
3HaqHr\,rocr B Hayxara H npaxrnKara. Ta:r :uaqruoct t\,toxe aa ce apryMeHTl.{pa c

oprfHlraJrHl.l HAeu A aHaJlA3H, cepHo3Ha, anrophTMHqHa pea,'It43at\}19, npaKTr.jqecKa

flpuJroxHr\rocr B HayqHr4 pa:pa6orxu H MexryHapoaHl-r [poeKTH c Mex,[yHapoaHo
npH3HalrHe.

4. Kpuruvrru 6e,rexrcN rr rrpc[op'br(H

I Ipo$ecNoHa,rxr.rre HayqHH H npenoaaBarelrcKH KaqecrBa Ha r;r.ac. A-p HHx.
AneKcalur,p XpNcroe ce ga6e,rglsar KaKTo B npeurr3uoro oSopureHne Ha HayqHr.rre

ry6,ruraunu u parpa6orxrl, raKa H rlpa o$opv,reuaero Ha aoKyMeHTnre no KonKypca,
He3aBHcHruo or 3HaqnTeJ'lHr.rfl Nu o6eu. 3arosa :a6e,'rs:aHlITe nponycKx u HeroqHocrlj ca
lre3Haqll]e.rrHr.r or lraytrHo H pe.qaKur.roHHo ecrecrBo a He e Heo6xoaNuo ga 6l4a'r noqpo6Ho
rr3Jrafa H B ToBa KpaTKo cTaHoBl,tule.

Moxe ra ce ornpaBrr KoJrerHaJrHr.r npenopbKH :a 6r,Ieurn oule [o-3HaqxMr.r
reoper'r.rqHr.{ r.r3cJreaBaHHr, pr,KoBoacTBo Ha Mex,[yHapoaHfi H HauHoHaJrHl.t HayrrHu npoeKTH,
cb3raBaHe Ha uKoJ'ra or MnaAH Ka.lpu H,[oKTopaHTH e n:6paHara uayvHa o6,racr.



5.3anLrro.reruro

I{r.troclHara HayqHa, ,.r3cneaoBareJrcKa H npenoaaBarencKa ,[eiiHocr xapaKTept,t314par

r',r.ac..t-p xlrx. AireKcaH,utp Xpxcroa Ka'ro Bl.lcoKoKBaJrr.rSr.ruNpan flpefloaaBaren l,t yqeH c
Ha)'\eH H neaarornqecKh aB'ropuTer s o6,racrra Ha KoHKypca. Tosa Mrl aaBa ocHoBaHHe,

aa rBrpafl. qe r,r.ac. a-p nHx. A,rercau.4l,p Xpucroa npnTexaBa ueo6xoanuure KatrecrBa LI

3acnyxaBa aa 3aeMe aKaaeMHqHara anbxHocr ,,AOIIEHT" e npo$ecnoua"ruoro
HarrpaBneHr.{e 5.3 KoMyHxKau[oHHa H KoMnrortpHa rexHI,IKa. cneuuailHocr ,,Kolrnrompux
cncTe[.t t.r, KoN{n]'reKcH t.l npexH"

10.011.2026 r. tl,reu Ha xyplrro
/ npo$. a-p AneKcaHrr,p Eernpcxt.t/



POSITION

in a compclition for thc academic position of "Associate Professor"
in a prot'essional direction 5.3. Communication and computer equipment

specialty "Computer systems! complexes and networks"
candidate: chief assistant Dr. Alexander Valentinov Hristov

Mcmber of Scientific Juri: Prof. Dr. Alexander Bogdanov Bekyarski

1. (,icncral clr a racteristics of the rcscarch and scientific-applied activity of the
ca nditlate

The documents lor the competition were submitted within the stipulated deadline and
lirlly meet the requirements of the Act on the Development of the Academic Staff in the
I{cpublic ol Bulgaria, the Regulations for its implenrentation and the Regulations on the
conditions and procedure for acquiring scientific degrees at TU - Sofia. l. General
characteristics ofthe candidate's scientific research and applied scientific activity Assoc. Prol
Dr. Eng. AIe xander Hristov participates in this competition with I monograph and l4
scientific publications. The scientitlc publications of Assoc. Prof. Dr. Eng. Alexander Hristov
can be presented in the following way: - monograph - I issue; - scientific reports - 14 at
scientiflc conferences abroad and at national conferences in Bulgaria with international
participation: Total number ofpoints 383.3 points - citations - total 33, total number ofpoints
286 points The scientific research activity of Assoc. Prof. Dr. Eng. Alexander Hristov is
represented in the competition through his participation in 5 research contracts and I

international one. Total 70 points The l4 scientific publications presented for this competition
are only part of the total significant scientific output of Senior Asst. Dr. Eng. Alexander
llristov. u,hich definitell'gives grounds for an excellent assessment in determining the general

charaotoristics ofthe candidate's research and applied scientific activities.

2. Asscssment of the pedagogical preparation and activit"v of the candidatc

Assistant Dr. Eng. Alexander Hristov was elected as a Chief Assistant Professor in 2023
in the Dcpartment of "lntelligent Technologies in lndustry" of the Faculty of Computer
Science and Engineering at the 'fechnical University of Sofia. He defended his dissertation in
2023 in the specialty "Artificial Intelligence Systerns".

Asst. [)r. Eng. Alexander Hristov has extensive pedagogical experience, which is
expressed in conducting lectures. exercises, supervising course projects, and diploma theses,
closely related to the specialty "Computer Systems, Complexes and Networks" in the
competition for the academic position of "Associate Professor".

Asst. Dr. Eng. Alexander Hristov has conducted lectures and exercises in the disciplines:
"Operations Research and Applied Programming" for the specialties "lnformation
'l'echnologics in Industry" and "Computer and Software Engineering"; "lnternet of Things"
and "lntenlet Technologies" for the specialty "lnformation Technologies in Industry".

The pcdagogical qualification of Senior Asst. Dr. Eng. Alexander Hristov is also shaped
b1' the successful supervision of numerous course assignments and projects, as well as
graduate students.

The arguments presented fully outline the pedagogical training and activity of Senior Asst.
Dr. Eng. Alexander Hristov as highly professional, with emphasized methodicality and the
prcsence olclearly expressed teaching qualities.



f. NIain scientilic and scientific-applied contributions

All scientific publications presented and described in the reference for contributions
attached to the competition documents are in the field of the competition and outline very
accurately and clearly the following scientific, scientific-applied and applied contributions of
Senior Asst. Dr. Eng. Alexander Hristov:

Scientifi c contributions:
Analysis of threats, vulnerabilities and cybersecurity ofthe Internet ofThings (loT) [Ml],

the Industrial lnternet of Things (lloT) 12.51, t2.71, proposing solutions using artificial
intclligcnce to detect lZ.2l, 12.31and deal with attacks such as: malicious code, side-channel
attacks and dcnial of service (DoS).

Scientific and applied contributions:
Anall-sis of problems [Ml] in IoT in the field of communications, security and processing

of largc data sets, proposing solutions for improving loT through an extended IoT framework
nrodcl. wireless sensor networks and wireless communication channels [M1].

3. Research on the time to successfully conduct DDoS network attacks in [[oT through a
real experiment [2.7], solving the following tasks: creating a conceptual model, detennining a

sLrfflcient number of iterations, conducting a real experiment, and analyzing the results.
.1. An approach for simulating software-defined networks (SDN) [2.] l] with Mininet and

Open Netu'ork Operating System (ONOS) is proposed, and simulation experiments with
Virtual Private LAN networks are conducted [2.12].

5. An algorithm and a Python application [2.4] implementing a General Purpose
Simulation System (GPSS) simulator were synthesized, used for simulation research [2.4] of
multiprocessors with multiport memory [2.4], cyberattacks of the "cookie poisoning" type

12.61and lloT DDoS attacks [2.5].

{. Significance of contributions to sciencc and practice

Frorn the presentation in the attached to the competition documents reference of the
contributions in the scientific publications of Senior Assistant Professor Dr. Eng. Alexander
Lllistov and upon detailcd acquaintance with his scientific production, it follows thal the

Scientific and applied contributions:
6. lixample implementations [Ml] of elements of a "smart home" are proposed - an

alarm system based on Arduino [3.1], remote control of devices [3.2], as well as a remote
control system using Blockchain technology [Ml], a system for monitoring the temperature of
Bitcoin rniner chips [2.1], and a prototype ofa "smart" bracket [2.13] used in a parking
systcnr.

7. A laboratory exercise has been developed to study man-in-the-rniddle (MITM)
attacks in llof with programmable logic conlrollers [2.10] and protection approaches by
s\!ilchin!. to the Secure Modbus protocol.

8. A system for monitoring metrics of rnultiple computer systems [2.9] (based on
Vagrant. VirtualBox, Telegraf agents, InfluxDB and Grafana) and a system for monitoring
netrvork trat-fic [2.14] have been proposed, which automate the collection, storage and
visualization of the collected data. The proposed systems are suitable for both engineering
purposcs and specific laboratory exercises.

9. A Windorvs application has been developed to automate calculations in determining
1he characleristics of Markov chains based on data entered by the user with an innovative
graphical user interface [2.8] for entering and configuring input parameters. and its operation
has been verilled.



scientific and scientific-applied contributions in the works of Senior Assistant Professor Dr.
Eng. Alexander l-lristov in the field of cybersecurity of the Internet of Things (loT) [Ml] and
in the industrial Internet of Things, are significant from a scientific point of view and are

characterized by obvious significance in science and practice. This significance can be argued
rvith original ideas and analyses, serious. algorithmic implementation, practical applicability
in scientific developments and inlernational projects with international recognition.

5. Critical noles and recommendations

'fhe protbssional scientific and teaching qualities of Senior Assistant Professor Dr.
Eng. Alexander Hristov are noticeable both in the precise layout ofthe scientific publications
and developments, and in the layout of the competition documents, regardless of their
significant volume. Therefore, the noted omissions and inaccuracies are insignificant in
scicntitic and editorial nature and do not need to be detailed in this brief statement.

Collegial recommendations may be made for future even firore significant theoretical
rescarch, leadcrship of international and national scientific projects, creation of a school of
l oung profbssionals and doctoral students in the chosen scientific field.

6. Conclusion

The overall scientific, research and teaching activities characterize Senior Assistant
Professor Dr. Eng. Alexander Hristov as a highly qualified teacher and scientist with scientific
and pedagogical authority in the field of the competition. This gives me reason to assert that
Scnior Assistant Professor Dr. Eng. Alexander Hristov possesses the necessary qualities and

de servcs to take the academic position of "ASSOCIATE PROFESSOR" in lhe professional
licld 5.3 Communication and Computer Engineering, specialty "Computer Systems,
( ourplcxcs and Netrvorks"

30.03.2026 Member of the jury: ...............................
/ Prof. Dr. Alexander Bekvarski/


