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Kanaupar: ra.ac. a-p nHx. Ajekcanasp Banentunos Xpucron

UsieH HA HAYIHO KypH: Pod. 1-p unk. Emusn Heanos Honuen

B npedcmasenume dokymenmu umemo Ha kKamedpama e , Hugopmayuonnu mexnonroouu 8
undyempuama'', 8 CMaHoOBUWEMOo e U3NON36aHO HOBOMO ume Ha kamedpama ,, Hnmeaucenmuu mexuonozuu &
uHoyempusama "',

1. Ooa XapaKTepHCTHKA HAa HaAYYHO-H3CJIe0BaTeJICKAaTa H HAYYHO-NIPHJIOKHATA
JIeHHOCT HAa KaHaW1aTa

KanaupareT 1mo KOHKypca 1. ac. A-p HHXK. AJlekcaHaAbp BaneHTHHOB XpHCTOB
3aBbpILIBA BUCIIETO cU oOpa3oBanue B TexHuuecku yHuepcurer — Codus npes 2019 r. ¢
npodecHoHanHa KBaIMQHUKAUMA ,MATHCTbP-HHKEHEP MO0 KOMMIKTBPHO H COPTYEpPHO
unkeHepetso®. Ilpes 2023 r. ycmewHo 3awMTaBa AMCEPTALIMOHEH TpYyH Ha Tema
,J3cinenBane Ha METOIM M CPEACTBA HA CHCTEMUTE C M3KYCTBEH MHTENIEKT C MPUIIOKEHHE B
HutepHer Ha Hemara™ B npodecHoHanmHo HampasieHue 5.3. ,,KoMyHHUKaUMOHHA H
KOMITIOTBPHA TeXHHKa. B Hacroslara mpoueaypa KaHAHMIAATHT y4acTBa ¢ MOHOrpadHucH
TpyA ¥ 16 HayyHu nmyOnukaluu, pealu3MpaHd U3BbH 00XBaTa Ha JOKTOpPCKATa JAMCEPTALIMA.
Tpabsa na ce orOenexku KaTeropuyHaTa BOJCLIA pOJs HA KaHAMJaTa B IPEACTABEHHTE
TPyAOBE — TOH € MBPBH aBTOP BBbB BCHYKHM MyOJIMKALMHK, KaTo 8 OT TAX Ca CAMOCTOSITENIHH.
Hayunara nmpoaykuus no nokasaren ['7 swkiousa 12 cratuu B u3ganus, pedepupanu u
WHJIEKCHPAHM B CBETOBHOM3BECTHH 0a3u AaHHH, Hocewn 353,2 Touku. Tpu oT nybaukauuure
no nokasaren ['7 (I'7.2, I'7.3, I'7.7) ca Bkmouenn kbM nokasaren 3 (Hayuynu mybnukaunu B
cnucanus ¢ uMnakT ¢akrop). 1o nokazaren '8 ca npencrapenu 4 nydaukauuu, KaTo ABe OT
TAX HEe ca 00eKT Ha TOYKyBaHe MOpajH Npska TeMaTH4YHa CBBbP3aHOCT ¢ MOHOrpadusaTa. Mma
CripaBKa M AoKasaTencTBa no nokasarenu [ u E. KanauaoarsT HanbiaHO yaoBIETBOpsBA U
3HAYMTEIHO HAIXBBPJIA MHMHHMAJIHUTE HAUMOHATHM MW3MCKBAHWA CBIJIACHO 3aKoHa 3a
pa3sBUTHETO Ha akageMu4Hus cbcraB B PenyOnuxa bwarapus (BPACPB) u IlpaBunnuka 3a
YCIOBHSATA H Pe/ia 3a 3a€MaHe Ha aKkaJeMH4YHH 1TbKHOCTH B TY-Codus, KAKTO Mo OTAETHHUTE
rpynH nokasartenu, Taka U karo o0 6an. Hayunute My u3cneaBanus ca M3Usao B npoduna
Ha KOHKypca M ca (OKYCHpaHM BBPXY aKTyaJHH HArpaBieHHs KaTO KHOEpCHIypHOCT,
CHMMYJIALMOHHO MOJE/IMpPaHe Ha CIOKHHM CHUCTEMHM M MHTEJIMIEHTHM HHTEPHET Ha
Hewara(MuH) petenns.

7. OneHka Ha MeIArorHyecKaTa noaAroToOBKa H AeHHOCT HA KaHK/1aTa

IlemaroruueckMsT ONMT Ha KaHAMJaTa M0 KOHKypca IJl. ac. I-p MHXK. AJIEKCaHIbD
XpucroB 3anousa B nepuoja 2018-2019 r., korarto npenoaasa aucuuruinHata ,,O0ekTHO-
OpHEHTHpaHO mnporpamupane” B [IpodecnoHanHa rUMHa3Hs [0 KOMMIOTbPHH CHCTEMM H
TexHonoruu — rp. Ilpasen. Ot 20 HoemBpu 2023 r. TOH 3aeMa akaJeMHYHaTa UTBXKHOCT
,TIJIaBEeH aCHCTeHT" B KaTeapa ,,IHTe/IMreHTHU TeXHOJOTHH B HHAYCTpUsATa™ kpM Dakynrera
no KoMniTbpHH cucteMH M TexHosoruu (PKCT) na TY — Codwusa. [Ipe3 nocneanure TpH
y‘ie6HH FOAMHH KaHAWOATBT € M[OpOBEJI JICKHHH 10 JUHCHHIIIMHHUTE ,,HSCJIGI[B&HE‘ Ha
ONepalMuTeE W TPWIOKHO mnporpamupane”, ,MurepHer Ha Hemara” u ,JHTepHET
TEXHOJOTHH® B JIB€ pa3MHuHM crielHanHocTd. KonuyecTBeHHTE M3MCKBAHMA MO MOKa3aTe
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/K ca MHOrOKpaTHO TMpPEM3IIbJIHEHH, KaTo KaHAMAAThT € Hatpynan 96 Touyku mpu
MHHUMaIHO HeoOxoaumu 30, KOETo € aTecTaT 3a HeroBara BHCOKa TMpernojaBaTelcKa
AQHTaKMUPaHOCT.

3. OCHOBHM HAYYHHU M HAYYHO-TIPUJIOKHH IIPHHOCH

HayyHute M HayyHO-NIpUIOKHHUTE MPUHOCH HA KaHAMJaTa B TNpPEACTaBEHHTE 3a
y4acTHe B KOHKypCa HayYHM TPYyAOBE€ Morar aa ce o0oOIAT Mo C/eAHUsS HaYMH: U3BBPIIECHO
€ KOMIUIEKCHO H3C/Ie[IBAHE Ha cHUrypHocrra B cepara Ha MutepHer Ha Heulata M
HHIYyCTpuasHus VHTepHeT Ha Hemara, BKJIKOYBAILO AETaiJIeH aHAIM3 Ha YA3BHMOCTHTE W
npe/UlaraHe Ha HMHOBAaTUBHU pelleHus 3a oTkpuBaHe Ha DDoS, Side-Channel 1 MITM araku
upe3 U3KYCTBEH MHTEJIEKT W MpeMHUHaBaHe KbM 3alIMTEeHH MPOTOKOIM Karto Secure Modbus.
Ta3u uscnenoBarencka JEHHOCT € TACHO 0OBBp3aHa ¢ pa3paboOTBaHETO Ha HOBU METOIH 3a
CHUMYJIALIMOHHO MOJIeNIHpaHe, MPH KOUTO 4pe3 CBhBPEMEHHU CO(PTYepHH HWHCTPYMEHTH H
cpeau ca peanusupaHd miatGopMH 3a u3ciaenBaHe Ha coPTyepHO AePUHUPAHU MPEKH,
BUPTYaTHM 4acTHH Mpexu (VPLS) u aBToMaTH3MpaHO HM34MCIABAHE HAa XapaKTEPUCTHKUTE
Ha MapkoBckH Bepurd. [IpuioxKHMTE TPHHOCH C€ M3pa3sBaT B I[POEKTHPAHETO H
BHE/IPABAHETO HAa KOHKPETHH WH)KEHEPHHM PELICHHMS 3a ,,yMHHM" CHCTEMH U MOHWTOPHHT,
oOxBallally NPOTOTHNH Ha alapMEHH CHUCTEMM, MHTEIMICHTHH MapKHUHT CKOOM, OlokueiH
Oa3upaHo ynpaeineHHe U copTyepHH naatopMH 3a clejieHe Ha anapaTHH XapakKTEPUCTHKH U
MpEKOB TpaHK B peaHO BpEME.

4. 3HaYMMOCT HA MPHHOCHTE 32 HAYKATA U NPAKTHKATAa

3HAYMMOCTTA Ha MpeACTaBeHHUTEe HayYHH M HayYHO-NPHIIOKHH MPUHOCH Ce Ompeaens
OT TAXHATa aKTyaJHOCT W YCMELIHATa WHTErpauus Ha MHOBATUBHM TEOPETHMUHHU MOJEIH B
peajiHaTa MH)KEHEpHA NMPAaKTHKA, KAKTO U OT HEMOCPEACTBEHOTO BHEAPSABAHE HA PE3YJITAaTUTE
B y4eOHMS npouec ype3 HOBH 1a0OpaTOpHH peCypcH M CHEUUATU3UpaHu codTyepHH
uHrepdeiicu 3a obOyuenue Ha ObaelM HHXKeHepHH Kaapu. Bucokara croiiHOCT Ha Te3w
IPUHOCH CE MOTBBPJaBa KaKTo OT MyONHMKaLHUUTE B pedepHpaHi MeXKAYHAPOIHH H3/IaHUS,
Taka M OT pEerucTpHpaHUTE LUTHPaHHS B CBETOBHOM3BECTHH 0a3uM JaHHM C HayyHa
HHpopmaLms.
5. Kpuruuuu 0e1eKKH H NMPenopbKH

HsamaM KpUTUYHHU OeNleKKH KbM NPEICTABEHUTE 3a pELEH3UpPaHe HAYYHH TPY/I0BE H
MaTepHany, YMeTO KayeCTBO ChOTBETCTBA HA M3MCKBAHMATA Ha KOHKypca. [Ipemopbkara mMu
KbM KaHIWJATa € Ja 3aaba004M HM3clIeBaHMATA CH B M30paHOTO HampaBlieHHe, KaTo ce

CTPEMH KbM OILLE MO-IIMPOKO MpEACTaBsIHE HA Pe3yNTaTUTE B MEKAYHAPOJHH H3IAaHHUs C
BHUCOK UMMakT ¢akrop (IF) u ummakT paur (SJR).

SAK/TOYEHHE

B®3 ocHOBa Ha 06].113.’[‘21 OlUE€HKa Ha AJOKYMEHTHTE I10 KOHKYpCa, Ha MNPEACTABEHHTE
HAay4yHHU TPYIOBE M ChABPKALIUTE CE€ B TAX HAYYHH W HAYYHONPHIIOKHH NMPHHOCH, KAKTO H
Ha (akra, ye ca M3NBIHEHM M IPEH3NIBIHEHH MHHUMAJIHHMTE HAlMOHAJIHH HM3MCKBAaHHA
cbrinacio 3PACPB, IIII3PACPE u IlpaBunHuka 3a ycloBHATa M pema 3a 3acMaHe Ha
akageMuuHn aawkHocTH B TY-Codus, npeanaram rJj.ac. A-p HHK. AJeKCAHIBP
BasienTHHOB XPHCTOB 2 3aeMe aKaJeMHYHATA JJIbKHOCT ,,JOUEHT” B NPOQEeCHOHAIHO
narpasinenue 5.3. KoMyHHKaUMOHHA M KOMIIOTbPHA TEXHHKA MO HAy4yHATa CIELHAHOCT
“KOMMIOTbPHH CHCTEMH, KOMIUIEKCH U MPEXH .

Jara: 23.03.2026 r. PEIIEH3EHT:
(npod. a-p unxk. Emun Honues)
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STATEMENT

for a competition for obtaining an academic position ,,Associate Professor"
in professional field 5.3. Communication and Computer Engineering
scientific specialty:”Computer Systems, complexes and networks”
announced in SG Ne101/27.11.2025r.
Applicant: Chief Assist. Prof. Eng. Alexander Valentinov Hristov, PhD
Jury member: Prof. Eng. Emil Ivanov Iontchev, PhD

In the submitted documents, the name of the department is “Information Technologies
in Industry”, however, in the present review the new name of the department “Intelligent
Technologies in Industry”, has been used.

1. General characteristics of the scientific research and scientific applied activity of the
candidate

The candidate for the position Chief Assist. Prof. Eng. Alexander Valentinov Hristov,
PhD completed his higher education at the Technical University of Sofia in 2019, earning a
professional qualification of "Master of Engineering in Computer and Software Engineering".
In 2023, he successfully defended his doctoral dissertation titled "Investigation of methods
and means of artificial intelligence systems with application in the Internet of Things" in
professional field 5.3. "Communication and computer engineering”. In the current procedure,
the candidate participates with one monograph and 16 scientific publications published
outside the scope of his PhD thesis. The candidate's leading role in the presented works is
definitive — he is the first author of all publications, 8 of which are single-authored. Scientific
output under indicator G7 includes 12 articles published in journals that are peer-reviewed
and indexed in internationally recognized databases, yielding a total of 353.2 points. Three of
the publications under Indicator G7 (G7.2, G7.3, G7.7) are also included under Indicator Z
(Scientific publications in journals with an Impact Factor). Under Indicator GS8, 4
publications are presented, two of which are not subject to scoring due to direct thematic
overlap with the monograph. Evidence for Indicators D and E is also provided. The candidate
fully meets and significantly exceeds the minimum national requirements under the Law on
the Development of the Academic Staff in the Republic of Bulgaria (LDASRB) and the
Regulations of the Technical University of Sofia, both by individual indicator groups and
total score. His research is strictly within the profile of the competition, focusing on
contemporary areas such as cybersecurity, simulation modeling of complex systems and
intelligent [oT solutions.

2. Assessment of the candidate's pedagogical training and activity

The pedagogical experience of the candidate Chief Assist. Prof. Eng. Alexander
Hristov, PhD began in the 2018-2019 period, during which he taught "Object-Oriented
Programming" at the Professional High School of Computer Systems and Technologies in
Pravets. Since November 20, 2023, he has held the academic position of "Chief Assistant
Professor" at the Department of "Intelligent Technologies in Industry" within the Faculty of
Computer Systems and Technologies (FCST) at the Technical University of Sofia. Over the
last three academic years, the candidate has delivered lectures in "Operations Research and
Applied Programming," "Internet of Things" and "Internet Technologies" across two
different study programs. The quantitative requirements for Indicator "Zh" have been
significantly exceeded, with the candidate accumulating 96 points against a minimum
requirement of 30, which attests to his high level of teaching engagement.



3. Main scientific and scientific-applied contributions

The scientific and scientific-applied contributions of the candidate in the submitted
research works can be summarized as follows: a comprehensive study of security in the field
of the Internet of Things (IoT) and Industrial Internet of Things (IIoT) has been conducted,
including a detailed vulnerability analysis and the proposal of innovative solutions for
detecting DDoS, Side-Channel and MITM attacks through artificial intelligence and the
transition to secure protocols such as Secure Modbus. This research activity is closely linked
to the development of new simulation modeling methods, where modern software tools and
environments have been used to implement platforms for investigating Software-Defined
Networks (SDN), Virtual Private LAN Services (VPLS) and the automated calculation of
Markov chain characteristics. Applied contributions include the design and implementation
of specific engineering solutions for "smart" systems and monitoring, covering prototypes for
alarm systems, intelligent parking clamps, blockchain-based management and software
platforms for real-time monitoring of hardware characteristics and network traffic.

4. Significance of the contributions to science and practice

The significance of the presented scientific and applied contributions is determined by
their relevance and the successful integration of innovative theoretical models into real
engineering practice, as well as the direct implementation of results into the educational
process through new laboratory resources and specialized software interfaces for training
future engineers. The high value of these contributions is confirmed both by publications in
refereed international editions and by registered citations in world-renowned scientific
databases.

5. Critical notes and recommendations

I have no critical remarks regarding the submitted scientific works and materials, the
quality of which meets the requirements of the competition. My recommendation to the
candidate is to deepen his research in the chosen direction, aiming for an even broader
presentation of results in international journals with a high Impact Factor (IF) and Impact
Rank (SJR).

CONCLUSION

Based on the overall assessment of the competition documents, the submitted
scientific works and the scientific and scientific-applied contributions contained therein, as
well as the fact that the minimum national requirements according to the LDASRB, the
Regulations for its implementation and the Regulations of the Technical University of Sofia
have been met and exceeded, I propose that Chief Assist. Prof. Eng. Alexander Valentinov
Hristov, PhD to occupy the academic position of "Associate Professor" in professional field
5.3 "Communication and Computer Engineering”, scientific specialty "Computer Systems,
Complexes and Networks™.

Date: 23.03.2026 r. Jury member:
(Prof. Emil lontchev, PhD)



