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PEUEH3I4fl

IIo xonxypc :a npxqo6NraHe Ha anaAerlrrqHa AJ.r'r,xHocr ,,AoueHTt'
ecrroHaJrHo HanpaBJreHue 5.3,rKonyuuxaultoHHa H xoMIrrcTapHa rexHrlKat'
HayqHa crreqrraJrHocr ,rKounrompHu ct{creMu, KoMnJIeKcI{ tl Mpexu"
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o6ReeH n [B, 6p, l0l or 27 noenrnplr 2025r.
c rcaHAuaar: rJr. ac. A-p uHx, A,rerccaHqup Ba,reHruHoo Xpncron

rl.neu Ha HayqHoro xyplr: upoQ. a-p rrHx. Arauac Be.rxoa Arauacon, XTMY-CoQun

I. O6u[ noJroxenur u 6uorpaSuvHrr aaHHr{
B xouxypca :a ,.qoqeur" no npo$ecuolraJrHo HanpaBnenue 5.3 ,,Kor'.rynuraquonua u

KoMnlorbpHa rexxraxa", Ha)AHa cnerlr4zrnHocr ,,Korr,rnrcrrpHH cficreMrr, KoMnJreKcr,r u rrlpexu",

o6.saeH n .{B, 6p. 101 or 27 Hoerrarpu 2025 r. e roAarr AoKyMeHrr{ caMo elrrH KaHA Aar - rJr. ac.

.a-p Anercau4r,p Bareuruuon Xpr.rcron. flpes 2018 r. A. Xpucroa npu4o6naa 6araranrpcra

crerreH no,,Kounrorrpuo rz co$ryepuo rzuxeuepcrno" a TY-CoQu.n, a npe:2019 r. npn4o6una

rr Marrrcrbpcxa crefleH rro c]ulara cneultaJruocr. B flep]ioAa 2020-20n r. e AoKTopaHr B'bB

@KCT n r,pes 2023 r. 3aqrrraBa arrceprarl[, Ha reMa: "I4scre,qsaHe Ha Meroal,r t-,t cpeacrBa Ha

cHcreMI{Te c rr3KycrBeH }rHTeJreKT c npunoxeHue n l,lnrepuer sa neulara" no npo$ecuoHa,rHo

HarpaBneHlre 5.3 ,,Kor',rynraxarlr4oHHa H KoNr[rortpHa rexuura" Lr HafiHa cnelrnzrnHocr:

,,Cucrelru c H3KycrBeH urnelexr". flo cr,uoro epelre rofi BoAlr yapaxHeHr4, Karo xoHopyBaH

acucreHr u acHcreHT r TY-Co$r.rn. O"r 2023 r. e rJraBeH acr.rcreHT B xareApara no

,,I,IHSoprnraqHoHHH TexHo.rrorul- B rlHAycrpHrra" npu OKCT a TY-Corllu, K6.qero BoAli nexqlru

fl yflpaxHeHlu no HTKoJIKo arrcqrrnJrrrHH.

2. O6uro onr.rcaune Ha npeAcraBeunre MarepuaJru

KaH,[rAarsr B KoHxypca 3a aorleHr e flpeacraBun 15 uay.rnu rpyaa, or KoHTo eAHH

rr.rouorpaSuueu rpya c6c 3anraBr.re ,,Cr,crorrrue lr npo6reuu Ha r{HTepHer Ha Herqara

cBap3aHocr, np noxeur.re u curypHocr", 12 nydrura4uu n peQepupauu lr uHAeKcHpaHlr B

cBeroBHo 3BecrHrire 6as[ 4anHu Scopus u Web of Science, 2 r,y6tmxrqttu n nepeSepr.rpann

ci caq fl c HayqHo peueH3[paHe, 3l uurapaunr Ha HayqHHTe rpyAoBe, KaKTo r{ cflr4c6K c

lftacrve n 4 xaquonaaHu Hayr{HH npoeKTu (Ara, or Korrro ca no @ouA ,,Hay.rgu uscreAsaH}is"

l@Htr4/ u eAlru MexayHapo4en npoexr). C:ryNe6ua 6elexxa, lr3.qa4eHa or TY-CoSux

yAocroBepflBa, uo,qeHlire or A. Xpncroa lexqNr,r [pe3 rrocneAnme 3 ro,qnsn. flpe4cranenure :a

peuen3upaHe Hayr{Hr.r Marep[irJrlr ortoBaprr Ha I.r3lrcKBaH]lqra ua 3aroga 3a pa3BuTrre Ha

aKaaeMuqHr{, crcran na Peny6ruxa Er:rrapur (3PACPE) z na flpana:ruura 3a ycnoB}rrra r.r peaa

Ha 3aeMaHe Ha ar(aAeMHqHu AJrtxHocrr4 e TY-Co$ur, Karo aByKparHo HaABr,ruaBar 3aroxeHHTe



B 3aKOHa MliHr,rMaJrHr,r u3LrcRBaHAf, OT 430 Toqxn nO rIpOOeCUOHaJTHO HarIpaBJIeHrre 5.3 r4

cr,oTBeTHaTa HayqHa crrerlHanHocT (BHx npr4JroxeHaTa Ta6rrrrlaTa).

IIoxa:area Mxltulra,rru H3HcKBaIIII ToqKIr

A (OHC ,aoxrop") 50 50
B (Xa6n,ruraquoseH rpy.u. -
r'roxorPa$n.x) 100 100

I- (Hayvnr rry6,,rlrxauuu)
pe$epupaHN N:,rauNr
sepedepr.rpanu Nlaauus

f7g
f8e

200 (l-7: 353.3; f8: 30) 383,3

A (IIurNpasns)
X (.nexqnx :a nocreaxxre 3

roauur) 30 96

O6uro: 430 915,3

3. O6ura xaparcrepucruKa Ha HayqHorl3cJreaoBareircKara lr HayqHorIpuJrorxuara AefrHocr

HA KAH,IIIAATA

HayvuoN:cle4oBareJrcKara r,r HayqHonprlroxHara AefiHocr Ha r(aHArrAara e c'bcpenoroqeHa

B rHTepaxcrl[flrruHapHara o6nacr Ha Kx6epcrrr]pHocrra, KoMnrcTEpHrrre Mpexfi u lIHTepHer

Ha HerIaTa (IoT/IIoT), KaTo ce orJrr{qaBa c rcHo n3pa3eHa [paKTr.rKo-[punoxHa HacoqeHocT rr

,r3[oJr3BaHe rra cbBpeMeHH[ MeToaL 3a MoaenlrpaHe, cr{MynaIIH, }I eKclep}IMeHTaJIHIt

LI3CJIeABaHI.i,. oCnOSeH aKrIeHT B rr3CreABaHLIrTa My e aHaJII.t3tT npOTLrBOIefiCTBr4eTO Ha

Krr6eparar(tr n IoT u lrr,qycrpfiirnHx Mpexu, BKJrroqETeJrHo DDoS, MITM r.r,,cookie poisoning"

aTaKr.t, KaTo ce pa3pa6oTBaT KaKTo TeopeTr.rqHr,r MoaeJlr.r, TaKa r,r cHMynaqfloHHr.r cpear.r 3a TrxHoTo

r.r3cneABaHe. cr,uecrseH ereMeHT oT HayqHaTa Iefiuocr npe.4cTaBnrBa npr4naraHeTo Ha

MareMarHqecK[ rr craTr.rcT[qecKlr MeToaI.t, KaxTo 14 Ha TeXHI.IKIT oT o6JlacTra Ha H3KycTBeH[,

HHTeJIeT(T (nanp. lorucrNr{Ha perpecr.{r) 3a orKpr4BaHe Ha aHoManr{u u noBr,rrxaBaHe Ha

curypHocrra Ha MpexoBr4 cucreMM. Arropr,r: arrrlsHo r{3noJr3Ba rtporpaMHu cpeAcTBa (ocHoBHo

Python) fi cper 3a crrMyrauu, (GPSS, Mininet, ONOS) 3a ca3aaBaHe Ha excflepr.rMenranHrr

MO.4eJrr{ U aHaJrH3 Ha nOBeAeHI4eTO Ha CJIO)I(HIi CHCTeMII.

Xapaxrepna oco6eHocr e pa3pa6orBaHero Ha co(bTyepHu r.rHcrpyMeHTu H cr{creMr.r c

oTBOpeH KOA, BKrrOrrrrTerHO IIpI.rJIOXeH}l' 3a CHMyJIaqfifl., AHa.JLU3 Ha MapKOBCKI,i BepIrnU PI

MOHT.iTOpI{Hr Ha Xap,qyepHrr H MpexoBr,r fiapaMeTpr4, KoeTo IIoKa3Ba opHeHTarlu, K6M c'b3aaBaHe

Ha flpsrroxrrMH pe[eHrrrr 3a peairHn r.rHxeHepHH 3aaarru. flapareJrHo c ToBa ce pa3pa6oTBaT u

npororr{nHn IoT crcrens (Hanp. ,,ynrex" napxrlHr), reMoHcrprrpaqu r,rHTerpauur Mex,qy

xapayep u cooryep.

HayuuonpuroxHara aefiHocr BKrroqBa cl,ulo raxa ca3aaBaHe ua ra6oparopult ynpaxueHr.r,

u yve6nv cpe4n, HacoqeHu xr,u o6yveuuero no xu6epcurypHocr r.r MpexoBr4 TexHoJrorr.rH, Koero

noArrepraBa npr,tHoca Ha aBTopa KbM o6pa3oBarenHH.s npoqec l-r flo,qroroBKara Ha cfleqrraJlucrrr.

ToqrN rra r.n. ac. A. Xpxrroe

50 286



B o6o6utenlre, Ll3cJreaoBarerlcKara pa6ora Ha r(aHll.raara ce xapaKTep[3upa c 6alaHcnpauo

cr,qeTaHl4e Ha TeopeTrrrrHr.r V3cIleLBaH A, cHMynauHoHHo MoaenrrpaHe u [paKTr.rqecKH

peu .lt:,a\uu, HacoqeHrr KLM noBEIuaBaHe Ha cltfypHocrra, HaAexAHocrra u eQexrueuocrra ua

caBpeMeHHl,rre IoT u t"lpexoru cllcreMrl.

He ga noclerno narcro rpr6ra aa ce or6elexu, qe B [peacraBeHaTe 3a peueH3r,r, Tpy.qoBe

KaHAr.rAar'LT e eAr,rucrBeH aBTop na 10 or rpyaonete (nxr. Xa6ulnrarlr.lonHr.rr rpyA), n 4 e nrprrl

claBTOp H B eArrH e TpETr4 CraBTOp.

4. Ouexxa Ha rreAanor[qecKara floArororxa n Aefinocr Ha KaHA[Aara

KanAnAarrr B KoHKypca 3a ,.uoueHr' A. Xpucron e pa6orru srs OKCT npu TV-CoSur

Karo xoHopyBaH acflcreHr B flepuoaa 2020-2022r. lTpez 2022-2023r pa6oru Karo acrlcreHr, a

2023r. ao lror,reHTa xaro rlraBeH acr.rcreHr. flpe: nocreaHuTe rpri roaxxlr rJr. ac.4-p A. Xpucros

e BoAhn 96 qaca JreKurrx flo Ar,rcquflnriH]rre ,,1,1:cae4nane Ha ofiepaqnnre h np[noxHo

nporpaMlrpaHe", ,,I,Inrepuer sa seuara" lr ,,Hnrepner rexsolorlifl" Ha cryAeHTI4 or ABe

cflequarJrHocrr.r r TY-CoSn.r. JleruuoHnrre t{acoBe HaaBr,ruaBar rpuKparHo u:rlcxyeuure 30

qaca no 3aKoHa (3PACPE) u no flpanurHuKa 3a ycroBuqra v pe4a Ha 3aeMaHe Ha aKaaeMI{qHI4

rntxuocru r TY-Corpu-e.

5. Ocuosnu HayqHH n HayqHoflprlroxHrr [prruocn

flpnelrav npe4craBeHr.rre or KaHnu.(ara Hayr{Hrz, Hayr{Honp noxHr.r }r up noxHn rrpxHocll,

rouro 6ux o6o6utur xaro:

Hayvuu: Pa:rre,aann ca e arr6o,{axa npo6relrure na xu6epcurypHocrra B I'lnrepHer Ha

uenlara (IoT) H ,tHAycrpHiurHrx IoT (lloT), Karo ca aHarur3lrpaHn ocHoBHHTe 3afltaxn A

yr3BHMocrH u ca npeAnoxeHu peueHr,rr, 6a:apanr Ha H3KycrBeH hHTeJleKT 3a orKpHBaHe H

npornro4eftcrnrle Ha pa3JruqHr{ BHAoBe ararr{.

Hay.rxonpn,roxsu: Te:u [paHocu ca HacorreHr.r rrNr no,uo6pssaHe Ha KoMyH]IXaur.IHTe,

cl.IrypHocrra n o6pa6orxara Ha AaHHu a IoT upea paspa6ornaue Ha MoAeJIH, cvvylra:J:av

eKclepaMeHTanHr.r H3cneABaHr4r, BKJuoqr,rreJrHo aHzrJrH3 ua DDoS araKr yt Ii3[oJI3BaHe Ha

co$ryepuo 4e$auupanu upexu. C's:4ageHrl ca anroplrrura rz co$ryepnl4 IlHcrpyMeHTI,I 3a

cuMynaqlltr r,r H3cJreaBaHe Ha croxuu cucreMl t xa6epararu.

llpu,roxuu: B nprroxeu acnekr ca peanrr3rpaHr npororr,rna na IoT peruewul, xaro

cr.rcreMr.r 3a yMeH aoM, MoHHTopuHr H yrrpaBneHrre, KaKTo u la6oparopna cpeAl{ 3a fi3cneaBaHe

H 3arrlura or araKu. .(onurnnreluo ca paapa6oreun cucreMu:a c's6upaNe h Br.r3yarn3aul.L Ha

aarHu Lt cnequana3upaHo [pr4roxeHr4e 3a aHaJru3 xa Mapxoucxrl BepHrH, Koero noafloMara

rr3qr.rcJrr{TeJrHuTe flpoqecu u o6yrenuero.



6. 3naqul{ocr Ha nplrnoclrre 3a HayKara H npaKTrrKara

B Hayuen acneKr flpuHocr{Te .qoflpr,rHacrr 3a pa3urrprBaHe Ha ctrrlecrByBaxlr.rre 3HaHr4fl B

o6.nactra na xu6epcurypHocrra Ha IoT a IIoT qpe3 clrcreMarr.rqeH aHaJrrr3 Ha 3aflJraxr,rre r{

yr3BrlMocrxre u upe: pa:pa6orBaHe Ha HoBr,r [oAxoAH, 6a:upaut Ha I.r3KycrBeH r{HTeJreKT 3a

orKpaBaHe u npornuo4eEcrBae Ha xu6eparaxu. flpea:roxenure Moaerr4, ilJrropr{TMu r.r

cr,rMyJrarlnoHHr.r ueroAa o6onarrBar Meroaonor[rrHu, lrHcrpyMeHTapuyM 3a r3cJIeABaHe Ha

clroxHlr MpexoBa cpe1t4 H c63AaBar ocHoBa 3a 6tAeqra nayvuu pa:pa6orru.

B nparruxo-upr,rJloxeH acnerr, pa:pa6oreHr,rre peuleHuq r.rMar [p.rrKo flpunoxeHr4e rrprr

npoeKTapaHero H noBulraBaHero Ha clrrypHocrra Ha IoT cucreltr, BKJrroqr4TeJrrro B

nHAycrprlanHu cpe4u. PearN:upaHrrre npororunu, coQryepnlr HHcrpyMeHTlr H cucreMu 3a

MoHtrroprrur noarloMamr BHeAprBaHero ua eQexrueun MexaHH3Mlr 3a 3aurl{Ta, ynpaBJlerue t-r

aHarrr3 Ha aaHHu B peanHu ycnoBr4s. OceeH ToBa, cr3aaaeHrlre la6oparopufi ynpaxHeHr,r, 14

nprrJloxeHt,lfl llMar crulecrBeH nprrHoc :a o6yueulrero u [oAroroBKara Ha cfleuranficrl{ B

o6lacrra ua xu6epcurypuocrra z KoM[rorBpHHTe Mpexu.

7. Kpxruvnu 6eaexrn rl npeflop]Kn

B cnncrra c LllrrlrpaHr.r, Ha HayqH Te rpyaoBe Ha ur. ac. A. Xpucron ca nocoqeHr.r ABa

aBTourTara (uurrpauua Ha rpyaoBe c HoMepa I u 2), xaro tro rrx rorrKr,r ne ca orqerenx. Toea

BHacq Mar(o o6rpruaHe np orrrr.rraHe ua xpaiuux 6poft quraru, xofiro e 31 a ue 33, no no

HHKaKbB HaqnH He HaMirJrrBa crofinocrra Ha HayqHure pe3ynraru r{ [paHocrr Ha KaHAnAara 3a

AN})I(HOCTTA,,AOIICHT...

8. "rluquu Bnerrarreu[fl ll cranoBuqe Ha peqeu3eHTa

He nogHaear4 KaHAr.Lqara A. Xpncros fi HqMaM rrlr{Hr BneqarJterut 3a pa6orara r'.ry. Or

aHaJlrr3a Ha peIIeH3LIpaHLITe rpyloBe u Ha rlrrrr{paHero Ha cEuI{Te crII{TaM, .re rofi rlra Hay.ren

rroreHuuaJr 3a npoBexaaHe Ha caMocrorTenuu Lt3c eaBaHlrr, KaKTo s o6racrra Ha

xu6epcurypuocrra n Hnrepuer Ha Heulara x HH.(ycrpuarnHur IoT, TaKa r{ B o6lacrra

H3KycrBeHuf, T,IHTeJIeKT H Ma[II4HHoro o6yueuue.

3AK,'IK)tIEHI'IE

C,qea orleHxa ua npeacraBeHHTe MarepxirnH no KoHr{ypca ycraHoBr.rx, qe no Bcr,rqxfl ri3HcKyeMH

noxa3arelru no 3PACPB u no flpaaunuxa 3a ycroBnqra u peaa Ha 3aeMaHe Ha aKa4eMlrqHr.r

alr,xsoc'ru n TY-CoSNx, rJr. ac. A-p NHx. Aaexcaugr,p Barerruxos Xpncron cT 6npa r{aAB}rrrraBa

neo6xoanuure ro,rru. Hayvuor.r3cJreaoBareJrcKara My u [eAaroraqecxa Aefixocr, KaKTo u

HayqHr.rre My rpyaoBe orroBaprr Ha KpuTepr.rrrre :a nprz4o6taane Ha aKareMr{qHara alrtxHocr



,,qoueHT". Bcuqro roBa Mrl AaBa ocHoBaHr,re Aa flpenopsqaM Ha yBaxaeMoro HayqHo xypu aa

nprrcrAlr Ha rlr. ac. A-p r{Hx. A:rexcaugrp Bareurunos Xpucroe aKa.(eMrrqHara AJrGxHocr

,.qoIIeHT" no npooecuouaJrHo HanpaBJreHne 5.3 KoruyHuKauHoHHa u KoMIrrorRpHa rexH xa" no

Ha) {Hara cneurarJluocr ,,Kounrorrpnu ctlcreMIt, KoM[JIeKcH u Llpexu".

Co$w,25.03.2026 r.

Peqengesr
hpoo. .q-p rrHx. A. Aranacos/

--a--_\



REVIEW

on competition for the academic position "Associate Professor"
Professional Field 5.3. "Communication and Computer Technologies"

Scientific Specialty: "Computer systems, complexes and netrvorks"

announced in SG No l0l/27 November 2025
Candidate: Chief Assistant Professor PhD, Eng, Aleksandar Valentinov Hristov

Reviewer: Prof. Dr. Eng. Atanas Velkov Atanassov, UCTM-Sofia

l. General information and biographical data

In the competition for "Associate Professor" in the Professional field 5.3 "Communication

and computer technology", Scientific specialty "Computer systems, complexes and networks",

announced in the State Gazette, issue 101 of November 27 , 2025, only one candidate submitted

documents - Chief Assistant Professor PhD. Aleksandar Valentinov Hristov. In 2018, A. Hristov

obtained a bachelor's degree in "Computer and software engineering" at TU-Sofia, and in 2019

he also obtained a master's degree in the same specialty. In the period 2020-2023, he is a PhD

student at the Faculty of Computer Science and Technology and in 2023 he defends a dissertation

on the topic: "Research of methods and tools of artificial intelligence systems with application in

the Intemet of Things" in the Professional field 5.3 "Communication and computer technology"

and Scientific specialty "Artificial intelligence systems". At the same time, he teaches as a part-

time assistant and assistant professor at TU-Sofia. Since 2023, he has been a chief assistant

professor at the Department of "Information Technologies in Industry" at the FCST at TU-Sofia,

where he teaches lectures and exercises in several disciplines.

2. General description of the submitted materials

The candidate in the competition for Associate Professor has presented 15 scientific papers,

of which one is a monographic work entitled "State and Problems of the Intemet of Things

Connectivity, Application and Security", l2 publications in refereed and indexed in the world-

famous databases Scopus and Web of Science, 2 publications in non-refereed journals with

scientific review, 31 citations of his scientific papers, as well as a list ofparticipation in 4 national

scientific projects (nvo of which are under the Scientific Research Fund /FNI/ and one

international project). An official note issued by TU-Sofia certifies the lectures led by A. Hristov

over the last 3 years. The scientific materials submiued for review meet the requirements of the

Law on the Development of the Academic Staff of the Republic of Bulgaria (ZRASRB) and the

Regulations on the Terms and Procedure for Holding Academic Positions at TU-Sofia, twice



Indicator Minimum required points Points of Ch. Assist. Prof. A,
Hristov

A (Educational and scientific
degree "doctor") 50
B (Habititation thesis - monograph)

100 t00
D (Scientific publications) D7-in
refereed publications. D8 in non-
refereed publications 200 (G7:353.3;G8:30) 383,3

E (Citations) 286
G (Lectures given in the last thee
years) 30 96

Total: 430 915,3

3. General characteristics of the candidaters research and applied scientific activity

The candidate's research and applied scientific activity is focused on the interdisciplinary

field of cybersecurity, computer networks and the Internet of Things (loT/IIoT), and is

distinguished by a clearly expressed practical and applied focus and the use of modern methods

for modeling, simulation and experimental research. The main emphasis in his research is the

analysis and counteraction to cyberattacks in IoT and industrial networks, including DDoS,

MITM and "cookie poisoning" attacks, developing both theoretical models and simulation

environments for their study. An essential element of the scientific activity is the application of

mathematical and statistical methods, as well as techniques from the field ofartificial intelligence

(e.g. logistic regression) to detect anomalies and increase the security of network systems. The

author actively uses software tools (mainly Python) and simulation environments (GPSS,

Mininet, ONOS) to create experimental models and analyze the behavior of complex systems.

A characteristic feature is the development of open source software tools and systems,

including applications for simulation, Markov chain analysis and monitoring of hardware and

network parameters, which indicates an orientation towards creating applicable solutions for real

engineering tasks. In parallel, protorype IoT systems (e.g., "smart" parking) are also being

developed, demonstrating integration between hardware and software.

The applied scientific activity also includes the creation of laboratory exercises and learning

environments aimed at training in cybersecurity and network technologies, which emphasizes the

author's contribution to the educational process and the training of specialists.

exceeding the minimum requirements of 430 points set out in the Law in Professional Direction

5.3 and the relevant scientific specialty (see the attached table).
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50



In summary, the candidate's research work is characterized by a balanced combination of

theoretical research, simulation modeling and practical implementations aimed at increasing the

security, reliability and efficiency of modern IoT and network systems.

Last but not least, it should be noted that in the papers submitted for review, the candidate is

the sole author of l0 ofthe papers (including the Habilitation work), in 4 he is the first co-author

and in one he is the third co-author.

4. Assessment ofthe candidate's pedagogical training and activity

The candidate in the competition for "Associate Professor" A. Hristov worked in the Faculty

of Computer Science and Technology at TU-Sofia as a part-time Assistant in the period 2020-

2022. In 2022-2023 he worked as an Assistant Professor, and in 2023 until now as a Chief

Assistant Professor. Over the past three years, Chief Assistant Professor PhD. A. Hristov has led

96 hours of lectures in the disciplines "Operations Research and Applied Programming", "Intemet

ofThings" and "Intemet Technologies" to snldents from two specialties at TU-Sofia. The lecture

hours exceed three times the required 30 hours by law (ZRASRB) and by the Regulations on the

terms and conditions of holding academic positions at TU-Sofia.

5. Main scientific and applied scientific contributions

I accept the scientific, applied scientific and applied contributions presented by the candidate,

which I would summarize as:

Scientific: The problems of cybersecurity in the Intemet ofThings (IoT) and Industrial IoT

(lIoT) have been examined in depth, analyzing the main threats and wlnerabilities and proposing

solutions based on artificial intelligence to detect and counter various types ofattacks.

Apptied scientific: These contributions are aimed at improving communications, security

and data processing in IoT by developing models, simulations and experimental research,

including analysis of DDoS attacks and use of software-defined networks. Algorithms and

software tools have been created for simulation and research of complex systems and

cyberattacks.

Applied: In an applied aspect, prototypes of IoT solutions have been implemented, such as

smart home systems, monitoring and control, as well as laboratory environments for research and

protection against aftacks. Additionally, data collection and visualization systems and a

specialized application for Markov chain analysis have been developed, which supports

computational processes and training.

6. Significance of contributions to science and practice



From a scientific perspective, the contributions contribute to expanding existing knowledge

in the field of IoT and IIoT cybersecurity through a systematic analysis of threats and

wlnerabilities and by developing new approaches based on artifrcial intelligence to detect and

counter cyberattacks. The proposed models, algorithms and simulation methods enrich the

methodological tools for studying complex network environments and create a basis for future

scientific developments.

From a practical and applied perspective, the developed solutions have direct application in

the design and enhancement of the security ofloT systems, including in industrial environments.

The implemented prototypes, software tools and monitoring systems support the implementation

of effective mechanisms for data protection, management and analysis in real conditions. In

addition, the created laboratory exercises and applications have a significant contribution to the

education and training of specialists in the field ofcybersecurity and computer networks.

7. Critical notes and recommendations

In the list of citations of the scientific works of Senior Assistant Professor A. Hristov, two auto-

citations (citations of papers with numbers I and 2) are indicated, and points are not counted for

them. This introduces a little confusion when counting the final number of citations, which is 3 I

and not 33, but in no way reduces the value of the scientific results and contributions of the

candidate for the position of "associate professor".

8. Personal impressions and opinion ofthe reviewer

I do not know the candidate A. Hristov and I do not have personal impressions about his

work. From the analysis of the reviewed works and the citation of the same, I believe that he has

the scientific potential to conduct independent research, both in the field of cybersecurity in the

Intemet of Things and industrial IoT, and in the field of artificial intelligence and machine

leaming.

CONCLUSION

After evaluating the submitted materials for the competition, I found that according to all the

required indicatorc under the Law on the State Academic Staff of the Republic of Bulgaria and

the Regulations on the Terms and Procedure for Holding Academic Positions at TU-Sofia, Chief

Assistant Professor PhD. Eng. Aleksandar Valentinov Hristov collects and exceeds the required

points. His research and pedagogical activity, as well as his scientific works, meet the criteria for

acquiring the academic position of "Associate Professor". All this gives me reason to recommend

to the esteemed scientific jury to award Chief Assistant Professor PhD. Eng. Aleksandar

Valentinov Hristov the academic position of "associate professor" in the professional field 5.3



"Communication and Computer Engineering" in the scientific specialty "Computer Systems,

Complexes and Networks".

Sofia, 25. 03. 2026 Reviewer:

/Prof. Dr. Eng. Atanas Atanassov/


