PELIEH3US

ITo xoHKypc 32 npHA0OMBaHe HA AKAJeMHYHA [JUIBKHOCT ,,J0LeHT
¢decnonasno HanpasJjenue 5.3 , KoOMyHHKaLHOHHA H KOMIIOTHPHA TeXHHKA*
HAy4YHa CNeuHATHOCT ,, KoOMIIIOTBLPHH cCHCTEMH, KOMIIEKCH U MPeXKH*

ob0siBeH B [IB, 6p. 101 ot 27 HoemBpH 2025r.
€ KaHIHAAT: NI ac. A-p HHAK. AJlekcaHabp Bajnentunos Xpucros
YuieH Ha HAYYHOTO KYpu: nmpod. a-p uHK. ATanac BeakoB Atanaco, XTMY-Codus

1. O61um nos1oxkeHust u OMorpadpuyHu JTaHHU

B koHkypca 3a ,,goueHT™ no npodecuoHanHo HamnpasiaeHue 5.3 , KoMyHUKauHOHHA H
KOMITIOThPHA TEXHHUKA', HAY4YHA CIIEUMAIHOCT ,,KOMIIOTBPHH CUCTEMH, KOMIUIEKCH U MPEXH™,
o0sgeH B [IB, Op. 101 ot 27 HoemBpu 2025 r. € noxan JOKYMEHTH CaMO €IMH KaHIMJaT — IJ1. ac.
n-p Anexcanabp Banentunos Xpuctos. Ilpe3 2018 r. A. XpucroB npuaodusa HakanaBbpcka
creneH no ,,KomMmoTepHO 1 coTyepHo nHkeHepcTBo' B TY-Codus, a mpe3 2019 r. npuaobusa
M MarucThpcKa CTENeH Mo cbllata creunanHocT. B nepuona 2020-2023 r. € IOKTOpPaHT BbB
OKCT u npes 2023 r. 3amuraBa auceprauus Ha Tema: “M3cnenBaHe Ha METOIM M CpENCTBa Ha
CHCTEMHUTE C M3KYyCTBEH MHTEJEKT C NpuiaokeHne B MHTepHeT Ha Hewara™ no npogecuoHaaiHo
Hanpasnenue 5.3 ,KoMyHHKalMOHHAZ H KOMIIOTBPHA TEXHHMKA W HayyHa CIELHAIHOCT:
,,CHUCTEMH € M3KYCTBEH MHTeNeKT . Ilo chI0TO BpeMe TOH BOAM YIpa)KHEHHUS KaTo XOHOPYBaH
acucreHT M acucteHT B T¥Y-Co¢usa. Ot 2023 r. e rnaBeH acHCTEHT B KaTeapara 110
JAudopmatmonnu texnonoruu B uHaycTpusaTa” npu O®KCT B TY-Codus, kbaeTo BOAM JEKINH

H YIPaKHEHH 110 HAKOJIKO JUCLHUIUIHHH.

2. O61wo onucaHue HA MPeACTABEHHTE MATEePHAIH

KanauaaTtsT B KOHKypca 3a JOLIGHT € MpeAcTaBHI |5 HaydyHHM Tpyna, OT KOHTO €IHH
MoHorpadguueH Tpyn cbc 3arnaBue ,,ChcTogHHe M MpoOJeMM Ha HMHTEpHET Ha Hellara
CBBbP3aHOCT, MPHJIOKEHHEe U cHrypHoct”, 12 nyOnukauuu B pedepupaHd MU HHIEKCHpPaHH B
CBETOBHOM3BecTHHTe 0a3u maHHu Scopus u Web of Science, 2 nydnukauuu B HepedepupaHu
CTIMCAHMA C HAY4YHO peleHsupaHe, 31 UMTHpaHWsA Ha HayYHUTE TPYAOBE, KAKTO M CITUCBK C
y4acTHe B 4 HallHOHAJIHM HAay4YHH IPOEKTH (JBa, OT KOUTO ca no Poun ,,Hayunu uscnensanus™
/OHWU/ m emuH MexayHapomaeH npoekt). CiykeOHa Oenexka, usnageHa ot TY-Codus
YIOCTOBEPABA, BOJEHHUTE OT A. XpHCTOB JIEKIIMH pe3 nocieaHuTe 3 roaus. [IpeacrasennTe 3a
pELieH3MpaHe HAay4YHHM MaTepUald OTrOBapsAT HAa W3UCKBAaHMATA HA 3aKOHA 3a pa3BUTHE HA
akazieMH4Hus cberaB Ha Perry6nnka bwenrapus (3PACPB) u va [1paBunHuka 3a ycioBusTa u peaa

Ha 3a€MaHe€ Ha aKkaJICMHYHH JJIBKHOCTH B Ty-CO(bPlﬂ, KaTo ABYKPaTHO HaABHIIABAaT 3a/I0KEHHUTC



B 3aKOHAa MHMHHUMAJHH HM3MCKBaHMA 0T 430 Touku mno Ilpodecuonanno HampaBieHuHe 5.3 u

CbOTBETHATA HAy4yHa CIIELMATHOCT (BHK NpHJI0kKeHaTa TabnuiaTa).

ITokazaTen Munumannd u3uckBann ToukH | ToukH Ha ria. ac. A. Xpucros
A (OHC ,.noktop") 50 50
B (XabunuraumoHeH Tpyn —
MOHOTpadus) 100 100
I' (Hayuyun mybnukauuun) I'7 B
pedepupaHH H31aHHS 8s
HepedepupaHu U3AHUA 200 | (I'7: 353.3; I'8: 30) 383,3
I (Iutupanus) 50 286
K (nexuuu 3a mocaeaHUATe 3
TOAMHH) 30 96
Oo6mo: 430 915,3

3. O0ma xapakTepHCTHKA HA HAYYHOH3CJIeI0BATEICKATA H HAYYHONPHIOKHATA JeliHoCT
HA KAHAM1ATa

HayuHou3cneaoBarenckaTta H Hay4YHONPHIOKHATA ACHHOCT Ha KaHAHAATa € ChCpeAoTO4YeHa
B MHTepAMCLMIUTHHApPHATa 00JIacT Ha KHOEpCHTYPHOCTTa, KOMIIOTEpHUTE Mpeku u MHTepHer
Ha Hewarta (IoT/IloT), kato ce oTaMYaBa ¢ ACHO HM3pa3eHa MPAKTHKO-MPHIIOKHA HACOYEHOCT H
M3I0JI3BaHE Ha CHBPEMEHHH METOAM 3a MOZEIHpaHe, CHMYJalLusi M EKCIIepHMEHTAIHH
uscnenaBanua. OCHOBEH aKIEHT B HM3C/IE€ABaHHUATA My € AHAJW3BT M IMPOTHBOACHCTBUETO Ha
kubeparaku B [oT u uHAYyCTpHanHu MpexkH, BKkmountenHo DDoS, MITM w ,,cookie poisoning*
aTaKH, KaTo ce pa3paboTBaT KaKTO TEOPETUYHH MOENIH, TaKa U CUMYTAllHOHHH CPEIH 32 TAXHOTO
n3cneaBane. CBUICCTBEH €JIEMEHT OT HayyHaTa JACHHOCT TNpeACTaBsABa IpUIAraHeTo Ha
MaTeMaTH4YeCKH H CTATHCTHYECKH METOJM, KaKTO M Ha TEXHMKH OT 00JIacTTa Ha M3KYCTBEHUA
MHTENEKT (Hamp. JIOTMCTHYHA perpecus) 3a OTKPMBAHC HAa AHOMAIMM M TOBHMINABAHE Ha
CUI'YPHOCTTA Ha MPE’KOBH CUCTEMH. ABTOPBHT aKTUBHO H3I0J13Ba IPOrpaMHH CpeAcTBa (OCHOBHO
Python) u cpenn 3a cumynauus (GPSS, Mininet, ONOS) 3a cp3aaBaHe Ha eKClIepHMEHTATHH
MOJE/TH U aHAJTN3 Ha MMOBEJAEHUETO Ha CI0XKHH CHCTEMH.

XapakTepHa ocoOeHOCT e pa3paboTBaHETO Ha COPTYEpHU HHCTPYMEHTH U CHCTEMH C
OTBOpEH KOJ, BKJIIOYHTEIHO NMPHUIOKEHHA 3a CHMY/IallMdA, aHAIW3 Ha MapKOBCKH BEpHIH H
MOHHTOPHHT Ha XapAyepHH ¥ MPEKOBH MMapaMeTpH, KOCTO NMOKa3Ba OPHEHTAIMA KbM Ch3JaBaHe
Ha NPUJIOKHMHU pellIeHHs 3a peajlHu MHKeHepHH 3atauu. [lapanenHo ¢ ToBa ce pazpaboTBar u
nporotuniu loT cucremMu (Hanp. ,,yMeH' TApKHHT), NEMOHCTPHPALIH WHTErpalus MexIy
Xapayep u codTtyep.

Hay4HonpuioxHarta JeiHOCT BKJIIOYBA ChIIO TaKa Ch3/laBaHe Ha 1abopaTOpHH YIpaXKHEHHS
¥ y4eOHH cpey, HaCOYeHHM KbM 00YyUEHHUETO 110 KHOEPCUTYPHOCT M MPEKOBH TEXHOJIOTUH, KOETO

noadyeprasa rMpMHOCA Ha aBTOpa KbM 06p330BaTCHHHH Npolec U NoATrOTOBKaTa Ha CrIEHAJINCTH.



B 00o0menne, n3cnenosarenckaTa paboTa Ha KaHIHIAaTa Ce XapakTepH3Hupa ¢ OaNaHCHPaHO
ChbU€TAHME Ha TEOPETHYHH H3CJIEABaHHA, CHMYJALMOHHO MOJIeJIMpaHe M MPAKTHYECKH
pealn3aliH, HACOYEHH KbM NOBHILIABaHE HAa CHT'YPHOCTTA, HaJ€XKIHOCTTa U e()eKTHBHOCTTA Ha
cbBpeMeHHHTE 10T M MpeKOBH CHCTEMH.

He Ha mocneaHo mscro TpsabBa na ce oTOesexH, Ye B IPeACTaBEHUTE 3a PELEH3HUs TPYLOBE
KaHAMAATHT € eIMHCTBeH aBTop Ha 10 oT Tpynoeere (BkI. XaOMIUTALIHOHHHS TPYQ), B 4 € ITbPBH

ChaBTOp U B €IHH € TPETH CHaBTOP.

4. Onenka Ha NeIArorHYecKaTa MoAroTOBKAa M AeiHOCT HA KAHAMAATA

Kanaunater B KOoHKypea 3a ,aoueHT” A. XpuctoB e pabdotun BeB OKCT npu TY-Codus
KaTo XOHOpYBaH acucTeHT B nepuoga 2020-2022r. Ilpe3 2022-2023r paboTH KaTo aCHCTEHT, a
2023r. 10 MOMEHTA KaTO I1aBeH acUCTeHT. [1pe3 nocieAHnTe TpH rOAMHM I'1. ac. 1-p A. XpHCTOB
e Boaun 96 waca nekuMd no aucuMmiMHuTe ,M3cnensaHe Ha onepauMHMTE M NIPHIIOKHO
nporpamupane”, ,JIHTepHeT Ha Hewata“ W ,JIHTepHET TexXHONIOrMH™ Ha CTYJEHTH OT [BE
cneunanHoctd B TY-Codus. JIekiMOHHUTE yacOBE HAABHMIIABAT TPUKPATHO M3HUCKyeMuTe 30
qaca 1o 3akoHa (3PACPB) u no [IpaBuiHuKa 3a ycnoBHATa U pella Ha 3aeMaHe Ha aKaJeMHYHH

WIbKHOCTH B TY-Codus.

S. OcHOBHM HAYYHH H HAYYHOTNIPHJIOKHH MPHHOCH

IIpuemaM npencTaBeHHMTE OT KaHIMIaTa HayYHH, HAYUYHONPHIIOKHHU W NIPUIIOKHH IIPHHOCH,
KOMUTO OMX 00001MI KaTo:

Hayunu: Pasrnenanu ca B 1b100unHa npodbiemMuTe Ha KHOepcurypHoctTa B MIHTepHET Ha
Hewara (IoT) m mnaycrpuanuus IoT (IIoT), kato ca aHaJM3MpaHW OCHOBHHTE 3aIllaxu H
YA3BMMOCTH M Ca MPEANIOKEHH pelueHus, OasupaHu Ha M3KYCTBEH MHTEJIEKT 3a OTKPMBAHE M
NPOTHBO/ICHCTBHE HA pa3TMYHH BHI0BE aTaKH.

Hayuynonpuiaoxuu: Te3n NMpHHOCH ca HAaCOYEHH KBbM Mojao0psBaHe Ha KOMYHHKALHUHTE,
CUTYpHOCTTAa M 00paboTkara Ha AaHHU B [oT upe3 pa3paboTBaHe Ha MOZIENH, CUMYJIALHH H
EKCIIEPHMEHTAJIHH H3CJI€ABaHMs, BKIIOUHTENHO aHanu3 Ha DDoS artaku W uM3noi3BaHe Ha
cobryepHo aedunupann mpexu. Cb3LageHH ca AIrOPUTMH M COPTYEpPHH HHCTPYMEHTH 3a
CHMYJIallHs Y U3CJIe[IBaHE Ha CJIOKHU CHCTEMH M KHOepaTakH.

Ipunoxuu: B npunoxken acnekrt ca peanuszupaHu npototunu Ha loT pewenns, xarto
CHCTEMH 33 YMEH J10M, MOHUTOPHHT W YIIPAaBJIEHHE, KAKTO M J1aDOpaTOPHH CPEJIM 3a U3CJIEBAHE
M 3allMTa OT aTaku. JlombaHUTETHO ca pa3paboTeHH CUCTEMH 3a ChbOMpaHe W BU3yanH3alus Ha
JAHHU W CHElLMATU3UPAHO MPUIIOKEHHE 3a aHanu3 Ha MapKOBCKM BEPUIH, KOETO MO/romara

HU39HUCJIMTCIIHHUTE TIPOIECH U 06y‘-I€HH€TO.



6. 3Ha4YMMOCT HA MPHHOCHTE 32 HAYKATA H MPAKTHKATA

B Hay4eH acneKkT MpHHOCHTE JOMPHHACAT 3a pa3llMpsiBaHe Ha CHUISCTBYBALIMTE 3HAHHS B
oOsnactTa Ha kubepcurypHoctra Ha [oT u IIoT ype3 cucTemaTHyeH aHaIM3 Ha 3alUlaxHTE H
yA3BUMOCTHTE H upe3 pa3paboTBaHE Ha HOBH MOAXOAH, Oa3MpaHM Ha M3KYCTBEH MHTEJIEKT 3a
OTKpHBaHe M INpOTHBOAEHcTBME Ha KkHOeparaku. [lpensokeHHTe MOJENH, AJITOPUTMH H
CHMYJIAalIMOHHU METOIM 000raTsBaT METOJONOTHYHHSA HHCTPYMCHTAPHUYM 3a H3CJIeBaHe Ha
CJIOKHH MPEXKOBH CPE/IM U Ch3/1aBaT OCHOBA 3a ObACILM Hay4YHHU pa3paboTKH.

B nmpakTHKO-TIPHIIOKEH acleKT, pa3paboTeHUTE pelleHHs MMAaT MPsIKO MPHIOKEHHE MpH
MPOCKTHPAHETO M TOBHMIIABAHETO Ha curypHoctra Ha [oT cucTeMH, BKJIIOYHTENHO B
HHIYCTPHATHHU cpelu. Peanu3upaHuTe NPOTOTHNH, COPTYEepHHM HHCTPYMEHTH U CHCTEMH 3a
MOHHTOPHHT MOANOMAaraT BHeJpABaHETO Ha e(EKTHMBHHM MEXaHM3MH 3a 3alllUTa, YNpaBlIeHHEe H
aHaJIM3 Ha JIaHHU B peanHu ycioBus. OcBeH TOBa, Ch3laAeHUTE JaOOPATOPHU YNpPaKHEHUS U
NPHIOKEHHA MMaT CBIIECTBEH TMPHHOC 3a 00Y4YEHHMETO M TOATOTOBKATAa Ha CHELHATHCTH B

obnacTTa Ha KMOGPCHUTYPHOCTTA U KOMIIOTBPHHUTE MPEXKH.

7. KpUTHYHH 0€JIe’KKH H NPENopbKH

B cnucbka ¢ uMTHpaHus Ha Hay4YHMTE TPYA0Be Ha IJl. ac. A. XpHCTOB ca MOCOYEHH JBa
aBTouUMTaTa (LMTHpPaHHUs Ha TPYJIOBE ¢ HOMepa | M 2), KaTo Mo TAX TOYKH HE ca oTdyeTcHHU. ToBa
BHACs MaJIko 0ObpKBaHE MPU OTYMUTAHE HA KpalHMsA Opoi uMTaTH, KOHWTO € 31 a He 33, Ho no
HMKAKbB HAYMH HE HaMallsBa CTOMHOCTTAa HAa HAYYHHWTE PE3yNTaTH M MPUHOCH Ha KaHJMJaTa 3a

JUTbKHOCTTA ,,JOLIEHT .

8. J/luyHM BneyaT/ieHusi H CTAHOBHILE HA PELleH3eHTa

He nosnaBam kanauaata A. XpuCTOB M HAMaM JIMYHM BHedaTiieHus 3a padorara my. Ot
aHaln3a Ha pelleH3MpaHUTe TPYAOBE M Ha LINTHPAHETO Ha CBILUTE CYMTAM, 4e TON MMa HaydeH
MOTEHIHAn 3a MpOoBeXJaHe Ha CaMOCTOSTENHH H3CE€IBaHMA, KakTo B oOgacTra Ha
kubepcurypHoctra B MHTepHer Ha Hewata M uHAycTtpuannusa loT, taka m B obiactra

HU3KYCTBCHHA HHTECJICKT H MAlIHHHOTO OGyHCHI/Ie.

3AK/IOYEHHE
Cnen oleHKa Ha NMPEICTaBEHUTE MAaTCPHAITH 110 KOHKYpPCa YCTAaHOBHX, Y€ IO BCHUKH H3UCKYEMH
nokazarenu no 3PACPB u no [lpaBunHuka 3a ycnoBMsiTa M pejla Ha 3aeMaHe Ha aKajJeMM4YHH
nabxkHOCTH B TY-Codus, rin. ac. a-p unx. Ajnekcanabp BaneHTnHOB XpHCTOB ChOMpa M HaABUIIIABA
HeoOxomumute TOukM. HayuHomscnenmoBatenackata My M MEAaroruyecka JAEHHOCT, KaKTO U

HAYYHHUTE MY TpYAOBE OTTOBapAT Ha KPHTCPHHTC 3a HlelOﬁI/IBaHe Ha aKaJeMH4YHaTa JIBXHOCT



,»JIOIIEHT". BCHYKO TOBa MM JaBa OCHOBaHHE Ja MpernopbyaM Ha YBaKaeMOTO HAY4YHO KYpH Ja
MPHUCHAM Ha IVI. ac. A-p HMHXK. AekcaHabp BaneHTHHOB XpHCTOB akaaeMW4HaTa IJIbKHOCT
,»JIOLEHT" Mo npodecnonanHo HampasiaeHue 5.3 KoMyHMKaUHOHHA W KOMITIOTbPHA TeXHHKa™ 110

Hay4HaTa CllelHaIHocT ,,KOMIIIOTEPHHU CHCTEMH, KOMIUIEKCH H MPEKH".

Codms, 25. 03. 2026 .

,/
Penensenr :

/mpod. A-p HHK. A. ATaHacos/




REVIEW

on competition for the academic position "Associate Professor"
Professional Field 5.3. “Communication and Computer Technologies”
Scientific Specialty: “Computer systems, complexes and networks”

announced in SG No 101/27 November 2025
Candidate: Chief Assistant Professor PhD. Eng. Aleksandar Valentinov Hristov

Reviewer: Prof. Dr. Eng. Atanas Velkov Atanassov, UCTM-Sofia

1. General information and biographical data

In the competition for "Associate Professor" in the Professional field 5.3 "Communication
and computer technology", Scientific specialty "Computer systems, complexes and networks",
announced in the State Gazette, issue 101 of November 27, 2025, only one candidate submitted
documents — Chief Assistant Professor PhD. Aleksandar Valentinov Hristov. In 2018, A. Hristov
obtained a bachelor's degree in "Computer and software engineering" at TU-Sofia, and in 2019
he also obtained a master's degree in the same specialty. In the period 2020-2023, he is a PhD
student at the Faculty of Computer Science and Technology and in 2023 he defends a dissertation
on the topic: "Research of methods and tools of artificial intelligence systems with application in
the Internet of Things" in the Professional field 5.3 "Communication and computer technology"
and Scientific specialty "Artificial intelligence systems". At the same time, he teaches as a part-
time assistant and assistant professor at TU-Sofia. Since 2023, he has been a chief assistant
professor at the Department of "Information Technologies in Industry" at the FCST at TU-Sofia,

where he teaches lectures and exercises in several disciplines.

2. General description of the submitted materials

The candidate in the competition for Associate Professor has presented 15 scientific papers,
of which one is a monographic work entitled "State and Problems of the Internet of Things
Connectivity, Application and Security", 12 publications in refereed and indexed in the world-
famous databases Scopus and Web of Science, 2 publications in non-refereed journals with
scientific review, 31 citations of his scientific papers, as well as a list of participation in 4 national
scientific projects (two of which are under the Scientific Research Fund /FNI/ and one
international project). An official note issued by TU-Sofia certifies the lectures led by A. Hristov
over the last 3 years. The scientific materials submitted for review meet the requirements of the
Law on the Development of the Academic Staff of the Republic of Bulgaria (ZRASRB) and the

Regulations on the Terms and Procedure for Holding Academic Positions at TU-Sofia, twice



exceeding the minimum requirements of 430 points set out in the Law in Professional Direction

5.3 and the relevant scientific specialty (see the attached table).

Indicator Minimum required points Points of Ch. Assist. Prof. A.
Hristov
A (Educational and scientific
degree "doctor") 50 50
B (Habilitation thesis - monograph)
100 100
D (Scientific publications) D7-in
refereed publications, D8 in non-
refereed publications 200 | (G7:353.3;G8:30) 3833
E (Citations) 50 286
G (Lectures given in the last three
years) 30 96
Total: 430 9153
3. General characteristics of the candidate's research and applied scientific activity

The candidate's research and applied scientific activity is focused on the interdisciplinary
field of cybersecurity, computer networks and the Internet of Things (IoT/IIoT), and is
distinguished by a clearly expressed practical and applied focus and the use of modern methods
for modeling, simulation and experimental research. The main emphasis in his research is the
analysis and counteraction to cyberattacks in IoT and industrial networks, including DDoS,
MITM and "cookie poisoning" attacks, developing both theoretical models and simulation
environments for their study. An essential element of the scientific activity is the application of
mathematical and statistical methods, as well as techniques from the field of artificial intelligence
(e.g. logistic regression) to detect anomalies and increase the security of network systems. The
author actively uses software tools (mainly Python) and simulation environments (GPSS,
Mininet, ONOS) to create experimental models and analyze the behavior of complex systems.

A characteristic feature is the development of open source software tools and systems,
including applications for simulation, Markov chain analysis and monitoring of hardware and
network parameters, which indicates an orientation towards creating applicable solutions for real
engineering tasks. In parallel, prototype loT systems (e.g., “smart” parking) are also being
developed, demonstrating integration between hardware and software.

The applied scientific activity also includes the creation of laboratory exercises and learning
environments aimed at training in cybersecurity and network technologies, which emphasizes the

author's contribution to the educational process and the training of specialists.



In summary, the candidate's research work is characterized by a balanced combination of
theoretical research, simulation modeling and practical implementations aimed at increasing the
security, reliability and efficiency of modern IoT and network systems.

Last but not least, it should be noted that in the papers submitted for review, the candidate is
the sole author of 10 of the papers (including the Habilitation work), in 4 he is the first co-author

and in one he is the third co-author.

4. Assessment of the candidate's pedagogical training and activity

The candidate in the competition for “Associate Professor” A. Hristov worked in the Faculty
of Computer Science and Technology at TU-Sofia as a part-time Assistant in the period 2020-
2022. In 2022-2023 he worked as an Assistant Professor, and in 2023 until now as a Chief
Assistant Professor. Over the past three years, Chief Assistant Professor PhD. A. Hristov has led
96 hours of lectures in the disciplines "Operations Research and Applied Programming", "Internet
of Things" and "Internet Technologies" to students from two specialties at TU-Sofia. The lecture
hours exceed three times the required 30 hours by law (ZRASRB) and by the Regulations on the

terms and conditions of holding academic positions at TU-Sofia.

3. Main scientific and applied scientific contributions

[ accept the scientific, applied scientific and applied contributions presented by the candidate,
which [ would summarize as:

Scientific: The problems of cybersecurity in the Internet of Things (IoT) and Industrial IoT
(I11oT) have been examined in depth, analyzing the main threats and vulnerabilities and proposing
solutions based on artificial intelligence to detect and counter various types of attacks.

Applied scientific: These contributions are aimed at improving communications, security
and data processing in IoT by developing models, simulations and experimental research,
including analysis of DDoS attacks and use of software-defined networks. Algorithms and
software tools have been created for simulation and research of complex systems and
cyberattacks.

Applied: In an applied aspect, prototypes of IoT solutions have been implemented, such as
smart home systems, monitoring and control, as well as laboratory environments for research and
protection against attacks. Additionally, data collection and visualization systems and a
specialized application for Markov chain analysis have been developed, which supports

computational processes and training.

6. Significance of contributions to science and practice



From a scientific perspective, the contributions contribute to expanding existing knowledge
in the field of IoT and IIoT cybersecurity through a systematic analysis of threats and
vulnerabilities and by developing new approaches based on artificial intelligence to detect and
counter cyberattacks. The proposed models, algorithms and simulation methods enrich the
methodological tools for studying complex network environments and create a basis for future
scientific developments.

From a practical and applied perspective, the developed solutions have direct application in
the design and enhancement of the security of IoT systems, including in industrial environments.
The implemented prototypes, software tools and monitoring systems support the implementation
of effective mechanisms for data protection, management and analysis in real conditions. In
addition, the created laboratory exercises and applications have a significant contribution to the

education and training of specialists in the field of cybersecurity and computer networks.

¥ Critical notes and recommendations

In the list of citations of the scientific works of Senior Assistant Professor A. Hristov, two auto-
citations (citations of papers with numbers 1 and 2) are indicated, and points are not counted for
them. This introduces a little confusion when counting the final number of citations, which is 31
and not 33, but in no way reduces the value of the scientific results and contributions of the

candidate for the position of "associate professor"”.

8. Personal impressions and opinion of the reviewer

I do not know the candidate A. Hristov and I do not have personal impressions about his
work. From the analysis of the reviewed works and the citation of the same, I believe that he has
the scientific potential to conduct independent research, both in the field of cybersecurity in the
Internet of Things and industrial [oT, and in the field of artificial intelligence and machine
learning.

CONCLUSION

After evaluating the submitted materials for the competition, I found that according to all the
required indicators under the Law on the State Academic Staff of the Republic of Bulgaria and
the Regulations on the Terms and Procedure for Holding Academic Positions at TU-Sofia, Chief
Assistant Professor PhD. Eng. Aleksandar Valentinov Hristov collects and exceeds the required
points. His research and pedagogical activity, as well as his scientific works, meet the criteria for
acquiring the academic position of "Associate Professor". All this gives me reason to recommend
to the esteemed scientific jury to award Chief Assistant Professor PhD. Eng. Aleksandar

Valentinov Hristov the academic position of "associate professor” in the professional field 5.3



"Communication and Computer Engineering" in the scientific specialty "Computer Systems,

Complexes and Networks".

Sofia, 25. 03. 2026 Reviewer:

/Prof. Dr. Eng. Atanas Atanassov/




