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CTAHOBHIIE

0 KOHKYPC 3a 3aeMaHe Ha akaJeMHYHa JIBKHOCT ,,JIOLEHT 110
npodecuonanno Hanpasienue 5.3. KoMyHHKAIIHOHHA U KOMITIOThPHA TEXHHKA, CIIEIIHATHOCT
- KOMIMIOTBEPHH CHCTEMH, KOMILIEKCH B MPEXH™
obsBen B /1B 6poii: 101, ot mata 27. 11. 2025r. ¢
KaH/IM/aT: IJIaBeH aCHCTEeHT J-p HHXK. Anekcanasp Banentunos Xpucros,
YiieH Ha HAy4HO JKypH: J0L. A-p uHXK. /unsHa Beiakosa bynakosa

1. Ofma xapaKkTepHCTHKA HA HAYYHOH3C/IE0BATEICKATA H HAYYHONPH/I0KHATA
JeHHOCT HAa KAaHIHIATAa

3a yyacTHe B KOHKYpCa KaHIUJaThT € MpeAcTaBi1 XaOUIHTAMOHEH TPy — MOHOrpadus
H CIHCHK ¢ 14 HayuyHH Tpyla, KOWTO ca pa3leleHH CIopel] HAllMOHAJIHUTE HW3UCKBAaHHA IO
CIIE/IHUS HAUUH:

I'pyna om ITokazamen u mouku cnoped 3PACPb Munumannu H3invanen | Bpoi mouku
noxkazameu u INYP3A/ 3a TY-Coghusn om U3UCKBAHUA 3a u obuo no
20.11.2025, 5.3. Komynukauuonna u A ,doyenm* nokasamenu
KOMRIONTBPHA MEeXHUKA
A [Tokasaren 1 /lucepraunoneH Tpya 3a
npucexkaane va OHC , noktop™ 50 50 50
B [lToka3zaren 3 XaOunurauuMoHeH Tpya —
moHorpadus - 100 wiu 100 100 100
I Cyma ot mokasatenute ot 5 a0 1 1.
7. Hay4nu myGnukauuu B M31aHus, 200 383.3 3533

KOMTO ca pedepupaHi U HHIEKCHPaHH B
CBETOBHOM3BECTHH 0a3M JaHHHM C Hay4yHa
uHdopmauud. 40/n

8. Hayunu nybnukauuu B HepedepupaHu 30
CIIMCAHHA C HAYYHO PELEH3HPAHE WK B
pelakTHpaHH KOJIEKTHBHHM Tpyaoee. 20/n
b | Cyma ot mokaszatenute ot 12 1o 15

12. LluTHpaHHs MM peueH3nH B HayuyHH | 50 286 280
H3naHudA, pedeprupaHi W MHIEKCHPAHH B
CBETOBHOM3BECTHH 0a3H JaHHH C Hay4YHa
MH(pOpMaLHA WK B MOHOrpaguu H
KOJeKTHBHH ToMoBe 10T.

14. LIuTHpaHus MK PELEH3HH B

HepedeprpaHu CriMcaHus ¢ Hay4HO 6
pelieH3upaHe. 2T.

K Cyma ot mokasaren 30
XopapuyM Ha BOJEHHM JIEKLIMH 3a 30 96 96

MOCNIeIHUTE TPH FOAMHH B ObJIrapcku
yHuBepcuTeTH. [To | Touka 3a Bceku
MpOBEEH Yac.

3 [Toxaszaren 31. Muaekc Ha Xupiw cnopen | 3 4 4
Scopus uau Web of Scinece

Ot Te3u peACTaBeHH HAYYHH TPY/I0BE H H3UHCICHUTE TOUKH € BHJIHO, Y€ C€ MOKPHBAT
¥ MHOTOKPATHO Ce HAJIBHIIIABAT MUHMMATHUTE H3UCKBAHHUS 110 BCHUKH [10Ka3aTelld 3a 3a€MaHe
Ha aKaJeMHYHa JUThKHOCT ,JIOUEHT ", chriiacHo [TpaBuiHHKa 3a YCIIOBHATA H pe/la 3a 3aeMaHe
Ha akageMHuHH 11bKHOCTH B TY-Codus B o0nact 5. TeXHUYECKH HAYKH.



OcBen ToBa 1. ac. A-p AJekcaHabp XpHUCTOB MMa M rojsiMm Opoi yuacTus B
HAY4YHOM3CIIeI0BATEICKH IPOEKTH, KaTo Hanpumep: JIBe (2) yyactus B npoektd kpbM ®HHU u
enHo (1) B MmexayHapoaeH HayueH npoekT no OII ,.Hayka u obpa3oBaHHe 3a MHTEIMIE€HTEH
pactex” B Cartagena, Spain, 2023g.; JIse (2) yuactus B nporpamara Ha MOH ,Mnanu yuenn
1 NIOCTIOKTOPAHTH" .

VyacTus B MPOEGKTH HE CE€ H3WUCKBAT CIOPE] TE3H MOKA3aTeIH, HO T€ ca OLIE €IHO
J0Ka3aTeJICTBO 3a TOJEMHs ONHMT M eKCIepTH3a Ha KaHauaata. KaamaarsT npuiara
npuI00OMTHS ONUT B Te3H NIPOEKTH B HEropaTa nejaroruyecka JeiHOCT.

2. OueHKa Ha meJaroruyecKara moaAroToBKa M AeHHOCT HA KAHIHIATA

I'n. ac. g-p Anexkcauanpp BanenTunoB XpHCTOB € IpemnojaBate]l B Karejapa
~AHbpopManMoHHH TexHOJOrHM B HHAycTpusita©, Cropex mpeacTaBeHaTa akaJeMH4YHa
CrpaBKa KaHIHAATHT Npe3 MOCIEIHUTE TPU FOJUHH € MPOBEXK AN JIEKIHH 10 JHCIHUILIMHATA
LH3cienBane Ha onepalMuTe W NMPUIOKHO nporpamupane’, 3a cnenuanHoctd UTHU u KCH,
KaKTO M JIEKIIHH M0 AUCHHIUTHHHUTE .M HTepHeT Ha Hewmara™ u ,JHTepHET TexHonoruu™ 3a
cnenranHoct UTU. O6mo 3a mociaeanuTe Tpu (3) akajJeMHM4YHH TOAMHH 96 waca, KOeTo
MHOTOKpPaTHO HaJBHINAaBa U3HCKBaHETO OT 30 TOUKHM 3a XOpapHuyM.

OcBeH TOBa KaH/IHJATHT € NOBHIIH/I KBATH(UKALHOHHHUS CH OIUT C YYacTHE B IIPOEKT
B nomo1n Ha jokTopadTh nnpy HUC — TY-Codus, ,,IHTeIMreHTHA CHCTEMA 3@ IETEKTHPAHE Ha
komnpomerupanu [oT yerpoiicTBa B pesyarar Ha kubepataka®. [IyOnuKyBan e pealu3upaso
naboparopHo ynpaxHeHue 1o Kubepcurypnocr Ha lloT npoTokosy Ha MeKIyHapoaHa HayYHa
koH(pepeniss B OXpua, TpPyJOBeTe Ha KOATO ca MHJekcupand B Scopus. ToBa noka3sa
HEroBOTO BHCOKOKAYECTBEHO HUBO Ha IpENo/iaBaHe.

B sakmoyenue Moxxe nma ce 0600mu, 4e 1. ac. J-p MHXK. AJekcaHabp BaleHTHHOB
XpHCTOB HMa HeoOX0oaMMaTa IIpaKTHYeCKa M MeIarornyecka KBatHQpuKanus.

3. OcHOBHHM HAYYHH H HAYYHONPH.I0KHH NPHHOCH

Kanauaarst ri. ac. a1-p uHx. Anekcaiabp BajieHTHHOB XpHUCTOB HMa HAYYHH, HAyYHO-
NPUJIOKHH U IPHJIOKHH IPUHOCH, B 001acTTa Ha KHOEPCHIYPHOCTTA.

3HayuM HayuyeH NPHUHOC € HAlpaBeHWST aHaA/W3 Ha 3aIUlaxuTe, YS3BHMOCTHTE H
kubepcuryproctta Ha [oT, IloT u npeioxenute pelneHus 0a3upaHu Ha H3KYCTBEH HHTEIEKT
332 OTKpHUBAHE M CIpaBsHE C W3KIIOUUTEIHO ONIAaCHM aTaKH 4Ype3 H3II0/I3BaHE Ha 3JI0HAMEpPEH
KOJI, aTaKkd OT THma oTka3 oT ycayrd (DoS) u araku mo crpanuyHd KaHaitH (Side-Channel
Attacks). To3u npuHOC MOXKe Ja ce IPHUYUCIH KbM IPYIHUTE ,,IOKa3BaHE C HOBH CPEJICTBA Ha
CHIIECTBEHH HOBM CTPaHH Ha BeYe ChIIECTBYBAIIM Hay4HH 00J1acTH, NMpOOIEMH, TEOPHH,
XHIIOTE3H ™.

B HayyHO-NpUIOXKHHTE NPHHOCH HAa KaHAMJaTa ca [peUIOKEHH pEIICHHs 3a
nonobpenue Ha loT B TpuTe Hai-chlneCTBEHHM 00JACTH: KOMYHHKALMHMTE, CHIYPHOCTTA H
obpaborkara Ha rojemu maHd. [Ipeanoxkend ca Mmojen Ha pasumMpeHa pamka Ha [oT,
Oe3KUYHH CEeH30PHH MPEXKH, peaTu3aluy Ha Oe3KMUHH KOMYHHMKAI[HOHH KaHAalld, Ch3JajIeH €
KOHIIENTYaJIeH MOJIE] 3a H3CIIeABaHe Ha BPEMETO 3a YCIEIHO rpoBexaaHe Ha DDoS MpekoBH
araku B [loT. [Ipermoxken e moaxon 3a cuMmyaupase Ha coTyepHO JeDHHHPAHU MPEXKH U ca
MPOBEJIEHH CHMYJIAIMOHHH ekcrepuMeHTH. CHHTE3upaHH ca anroputeM H  Python
NPUOJIOKEHHE, KOETO peajd3upa CHUMYJaTop, € I[IOMOILITAa Ha KOHTO c¢a MpOBe/IeHH
CHMYJIAIIHOHHH H3CIIeIBAHHS HA MYJITHIIPOLECOPH C MHOTOMNOPTOBAa MaMeT, KHOepaTaku OT
THna cookie poisoning, IloT DDoS. Te3u npuHOCH MOXKe /Ja ce KilacuGHuUIupaT KbM Ipynara
..Ch3/IaBaHe Ha HOBH KJIAaCH()HKAIIMH, METO/IH, KOHCTPYKIIMHU, TEXHOJIOTHH ™.



3a y4acTHETO CH B KOHKYpCa KaHIH/IaThT € IpeCTaBhI MOHOTpadus, B KOSTO H3CJIeIBa
M aHaJIM3Mpa CBCTOSHHETO Ha mHpobnemu B obrmacrra Ha MHTepHer Ha Hemara, KaTo
CBBP3aHOCT, IPUIOKEHHE H CUTYPHOCT. M3BbH MOHOrpadUyYHHs TPYA KaHIHIATHT € BKIIOYHI
ome yerupuHaaeceT (14) nyOnumkauuu. JIBaHajmecer OT TpyAOBEeTE My Ca HHIECKCHPaHH B
Scopus. Jlecer ca UMTHpaHH B Hay4yHH NyOJHKaIlMH, KOHWTO CBIIO ca NyOJMKyBaHH B
NPECTHKHUA HaydyHH (HOpyMH HHIACKCHpaHH B Scopus. MHaekchT Ha XHpII Ha KaHIuaata e
getpH (4) ciopen Scopus. [ToBedero nyOnukanuy Ha 1. ac. 1-p Anekcanabp XpUCTOB ca OT
nocieaHuTe TpH roauHu. CeneM ca caMocTosTeIHH. BCHYKO TOBa 10Ka3Ba, ye IPHHOCHTE ¢a
JMYHO JIeJI0 Ha KaHJMJara KakTO M HeropaTa akTMBHA HaydHa JeHHOCT M BHCOK
npo(eCHOHATU3BM.

4. 3HaunMocCT Ha INIPHHOCHTE 3a HAYKATa H NpaKTHKaTa

AHalM3bT Ha NPUHOCHTE Ha KaH/MJaTa [OKa3Ba, Y€ Te ca C rojsMa 3HayuMOCT 3a
ChBpEMEHHATa U U3K/IIOUUTETHO BaxkHa obnact Kubepcuryprocet B IoT u IloT.

CnaseHu ca M 3HAYUTEIIHO Ca HAIBUINCHH KOJTHYECTBEHUTE MMOKA3aTe/Id HA KPHTEPHUTE
3a 3aeMaHe Ha akaJeMu4HarTa JUTbxKHOCT ,,J{onenT™. ['onemMusar Opoii nuTHpaHus Ha TPyI0OBETE
U TAXHOTO HHAEKCHpaHe B Haii-ronemuTe 0a3W JaHHM KaTo HalpUMeEp Scopus, MOKa3BaT
rOJIIMOTO TPHU3HAHHE, KOETO € IMOCTUTHANl KaHIWIAThT Cpel Hay4YHHUTE CPeIH y Hac H B
qyKOHHA.

5. Kpurnunu GejIe’KKH H NPenopbKH

KM npenoctaBeHUTE OT L. ac. A-p HHK. Ajlekcanabp BajnenTnHoB XpHCETOB Tpy/10Be
HSIMaM CBHIIECTBEHH KPUTHYHH OEIenKH.

[lpenopruBaM Ha KaHauzara Ja [OPOAB/DKM  HAydHO-M3CIEIOBAaTelICKaTa o
npernojaBaresickara ci JeHHOCT B M30paHOTO HAy4YHO HampaBlieHHE. AKTHBHO Ja y4acTBa B
HOBH IIPOEKTH H B NMyOJIMKyBaHETO Ha HOBHM y4eOHH nocoOus 3a Ja ce pa3BHBa U Ja IpejaBa
CBOSI OIIMT Ha CTYAEHTH, JOKTOPAHTH U Ha OOIIECTBOTO.

3AKJIOYEHHUE

Kanauaarer ri1. ac. A-p HHXK. Ajekcanasp BajleHTHHOB XpHCTOB, HMa IONIyYE€HH
JOCTaThYHO HAYYHH, HAYYHOIIPHJIOKHH U IPHUIIOKHH IPHHOCH € roJisMa 3HaYUMOCT.

B®3 ocHOBa Ha 3amo3HaBaHETO MM C IpPEICTABEHHTE HAy4YHH TpPYHOBE, TAXHaTa
3HAYUMOCT, ChABbpPJKAIIUTEe Ce B TAX HAy4YHH, HAYYHOIPHJIOXKHHM H IPHJIOKHH IIPHHOCH,
HaMHPaM 3a OCHOBATEIIHO J1a [IPE/I0KA V1. ac. /I-p HHK. AllekcaHAbp BanenTtunos Xpucros
a4 3aeMe aKaJeMHYHara JUTBKHOCT ,J0HeHT B NpodecHOHATHOTO HampaBieHue 5.3.
»KOMyHHKAIIMOHHA W KOMIKTHPHA TeXHHKA“, crenuaitHocT ,,KoMmOTLPHH cHCTEMH,
KOMILIEKCH H MPeKH ",

Harta: 25. 03. 2026 YJIEH HA XYPUTO:
[1noBauB /nou. a-p umk. [unsaa By nakosa/




SCIENTIFICOPINION

Regarding the competition for the academic position of '"Associate Professor" in the
professional field: 5.3 Communication and Computer Engineering
Specialty: "Computer Systems, Complexes, and Networks"
Announced in State Gazette, issue: 101, dated 27.11.2025
Candidate: Chief Assistant Professor Alexander Valentinov Hristov, PhD, Eng.
Member of the Scientific Jury: assoc. prof. Dilyana Budakova, PhD, Eng.

1. General Characteristics of the Candidate’s Research and Applied Research Activities
For participation in the competition, the candidate has presented a habilitation thesis

(monograph) and a list of 14 scientific works, categorized according to national requirements
as follows:

Indicator Indicator and points according to Minimum Total Points per

Group LDASRB and RADAS for the Technical | requirements for the Fulfilled Indicator

University of Sofia as of 20. 11. 2025, 5.3. | academic position of
Communication and Computer “Associate
Engineering Professor”

A Indicator 1: Dissertation for the award of
the educational and scientific degree | 50 50 50
"Doctor" (PhD).

-

B Indicator  3: Habilitation thesis —
monograph — 100 points. 100 100 100

r Sum of indicators 5 to 11: Sum of points
for indicators 5 to 11. Indicator 7: 200 383.3 353.3
Scientific publications in venues that are
referred to and indexed in world-renowned
scientific information databases
(Scopus/Web of Science). 40/n

Indicator 8: Scientific publications in non- 30
refereed journals with peer review or in
edited collective volumes. 20/n

i | Sum of indicators 12 to 15: Sum of points
for indicators 12 to 15. Indicator 12: | 50 286 280
Citations or reviews in scientific
publications, referred to and indexed in
world-renowned  scientific information
databases, or in monographs and collective
volumes. 10 pts.

Indicator 14: Citations or reviews in non-

refereed journals with peer review. 2 pts. 6
K Sum of Indicator 30: Total for indicator 30.
Teaching load: Lecture hours taught over | 30 96 96

the last three years in Bulgarian
universities. 1 point for each hour
conducted.

3 Indicator 31: Hirsch Index (h-index) | 3 4 4
according to Scopus or Web of Science.




From the presented scientific works and the calculated scores, it is evident that the
minimum requirements for all indicators for the academic position of "Associate Professor" are
met and significantly exceeded, in accordance with the Regulations on the Terms and
Procedures for Occupying Academic Positions at TU-Sofia in Area 5. Technical Sciences.

Furthermore, Chief Asst. Prof. Alexander Hristov, PhD, has a substantial record of
participation in research projects, such as: two (2) participations in projects funded by the
National Science Fund (NSF) and one (1) in an international research project under the
Operational Programme "Science and Education for Smart Growth" in Cartagena, Spain, 2023;
two (2) participations in the Ministry of Education and Science (MES) program "Young
Scientists and Postdoctoral Researchers."

Although participation in projects is not required according to these indicators, it serves
as further evidence of the candidate's extensive experience and expertise. The candidate applies
the experience gained from these projects directly to his pedagogical and teaching activities.

2. Assessment of the Candidate’s Pedagogical Preparation and Activity

Chief Asst. Prof. Alexander Valentinov Hristov, PhD, is a lecturer in the Department of
"Information Technologies in Industry." According to the presented academic record, over the
last three years, the candidate has conducted lectures in the course "Operations Research and
Applied Programming" for the majors "Information Technologies in Industry" (ITI) and
"Computer Systems and Technologies" (CST), as well as lectures in "Internet of Things" and
"Internet Technologies" for the ITI major. The total teaching load for the last three (3) academic
years totals 96 hours, significantly exceeding the 30-point requirement for teaching hours.

Furthermore, the candidate has enhanced his professional qualification through
participation in a project supporting doctoral students at the Research and Development Sector
(NIS) — TU-Sofia, titled "Intelligent System for Detecting Compromised loT Devices Resulting
from Cyberattacks." He has published a developed laboratory exercise on "Cybersecurity of
IToT Protocols" at an international scientific conference in Ohrid, the proceedings of which are
indexed in Scopus. This demonstrates his high-quality level of teaching.

In conclusion, it can be summarized that Chief Asst. Prof. Alexander Valentinov
Hristov, PhD, Eng., possesses the necessary practical and pedagogical qualifications.

3. Main Scientific and Applied Research Contributions

The candidate, Chief Asst. Prof. Alexander Valentinov Hristov, PhD, Eng., has
demonstrated scientific, scientific-applied, and applied contributions in the field of
cybersecurity.

A significant scientific contribution is the conducted analysis of threats, vulnerabilities,
and the cybersecurity of [oT and IIoT, alongside proposed Al-based solutions for detecting and
mitigating highly dangerous attacks, including malicious code, Denial of Service (DoS), and
Side-Channel Attacks. This contribution can be classified under the category of "providing new
evidence for essential new aspects of existing scientific fields, problems, theories, and
hypotheses."

In the candidate's scientific-applied contributions, solutions are proposed to improve
IoT in the three most critical areas: communications, security, and big data processing. An
extended IoT framework model, wireless sensor networks, and implementations of wireless
communication channels are proposed. Furthermore, a conceptual model has been created to
study the success time of DDoS network attacks in IloT. An approach for simulating Software-
Defined Networks (SDN) is proposed, and simulation experiments have been conducted. An
algorithm and a Python application have been synthesized to implement a simulator, used for
conducting simulation studies on multiprocessors with multiport memory, cookie poisoning



cyberattacks, and IIoT DDoS. These contributions can be classified under the category of
"creating new classifications, methods, constructions, and technologies."

For participation in the competition, the candidate has presented a monograph in which
he investigates and analyzes the state of problems in the field of the Internet of Things, such as
connectivity, application, and security. Beyond the monographic work, the candidate has
included fourteen (14) additional publications. Twelve of his works are indexed in Scopus. Ten
have been cited in scientific publications also published in prestigious scientific forums indexed
in Scopus. The candidate's h-index is four (4) according to Scopus. Most of Chief Asst. Prof.
Alexander Hristov’s publications are from the last three years, and seven are sole-authored. All
this proves that the contributions are the candidate's personal work, reflecting his active
scientific activity and high level of professionalism.

4. Significance of Contributions to Science and Practice

An analysis of the candidate's contributions shows that they are of great significance to
the contemporary and critically important field of Cybersecurity in IoT and IloT.

The quantitative indicators and criteria for occupying the academic position of
"Associate Professor" have been met and significantly exceeded. The high number of citations
and the indexing of his works in major databases such as Scopus demonstrate the high degree
of recognition the candidate has achieved within the scientific community, both in Bulgaria and
abroad.

5. Critical Remarks and Recommendations

[ have no significant critical remarks regarding the works submitted by Chief Asst. Prof.
Alexander Valentinov Hristov, PhD, Eng.

I recommend that the candidate continue his research and teaching activities in the
chosen scientific field. I also encourage active participation in new projects and the publication
of new teaching materials and textbooks, in order to continue his professional development and
to pass on his expertise to students, doctoral candidates, and society at large.

CONCLUSION

The candidate, Chief Asst. Prof. Alexander Valentinov Hristov, PhD, Eng., has achieved
a sufficient number of scientific, scientific-applied, and applied contributions of high
significance.

Based on my review of the presented scientific works, their significance, and the
scientific, scientific-applied, and applied contributions contained therein, I find it justified to
propose that Chief Asst. Prof. Alexander Valentinov Hristov, PhD, Eng.. be appointed to the
academic position of ""Associate Professor' in the professional field 5.3. Communication
and Computer Engineering, specialty ""Computer Systems, Complexes, and Networks."

Date: 25.03.2026 MEMBER OF THE SCIENTIFIC JURY:

Plovdiv (Assoc. Prof. Dilyana Budakova, PhD, Eng.)




