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rro KoHKypc 3a 3aeMaHe Ha axa,4eMaqHa .4nrxuocT ,.qoqeur" no
nporfecuouanuo HarrpaBneHlre 5.3. KonyuuxaquoHHa rr xoMflrortpHa rexHuxa, cneur4&'rHocr

,,Koulrcrrpuu cl,tcreMl4, KoMttJIeKcIl r.r ltpexu"
o6rueu a.{B 6pofi: 101, or tara21. 11.2025r. c

KaHArrAar: uaBeH acrlcreHT a-p r.rHx. A.nexcaugsp Ba",reu'rr.rHog Xpucroa,
9ren ua uayvuo xTpr.r: aoq. A-p HHx. .{u.:rnra Buxoaa Byaaxona

l. 06ura xapaxTeprlcrnKa Ha HayqHon3cJreaoBareJrcxara H HayqHorrp[.]roxHara
aefinocr Ha KaH,qnqara

3a y.racrue B KorrKypca KaHAE.(arBr e npeacraBr4n xa6unuraquoseH rpya - uronorpalpu-r
H crrrrclx c 14 uayuuu rpyaa, Kor.rro ca pa3.ueJreur cflopeA HarrnoHarHI,ITe u3ucKBauus rto

CJIEAHH' HAqI,IH:

Or resu npe.qc'raaeHr.t HayqHH TpyaoBe H I{3qr,IcJleHrrre roqKu e BHAHo, qe ce noKpr{Bar
H MHOIO(paTHO Ce HaABXrtraBaT MUHI.IMaJIHLTe U3UCKBaHIi' rro BCITqK,l nOKa3aTeJILI 3a 3aeMZrHe

Ha axaaeMlrqHa .qrbxHocr lrqolreHT", crnracuo flpanurHuxa 3a ycJroBr{rra I{ pe,[a 3a 3aeMaHe

Ha aKa,qeMr,rqHr,r anrxnocrr4 B TY-Corf ue n o6:racr 5. Texuuuecrlr Hayxu.

fp!'na om
nt)Katumetu

[Io,<a3amer u moqxu cnoped 3PACPR
u IIYP3AI 3a TV-CoQun om

20.1 1.2025, 5.3. KoLuyuuxa4uouna u
ko.unnnrbpfla metHuxa

MuHuNLtflu
u3ucKagruua 7a

A,q ,,,qoqeHm"

lhnutnex
u o6ulo

Epoi motxu
no

noKaSametu

floxa:area [ luceprauuoaex rpyA ra
nDucrxaaae na OHC .,.qoxroD" 50 50 50

B loxa:arar 3 Xa6rururaunoxex rpya -
MoHorDadx, - 100 xnfi r00 t00 100

f Cyl.ra or noxa:are,'rrre or 5 .uo I l.
7. Hay.iHn rry6,rarauuu B u3aalrfl,
xorro ca peQeprpaHu x r.,H,[exc].rpaHu B

cserosHofl:secruri 6a3H aaHHH c HayqHa
lrHdopMauur. 40/n

200 383.3 i )r.J

8. Hay.rHli ny6,rarauau a uepeQepupaxr
c[rcaHru c HayqHo peueH3xpaHe H,'rU B

peaaKT[paHu ro,rerrrgur rpyaoee. 20/n

30

A Cyua or noxa:are,rnre or l2 ao l5
12. I{urupauar uJrt,t peueu3ufl B HayqHr,t

u:aanua, perleprpaHx x fiH.qexcflpaHx B

caetosHor{:secrHE 6a314 aaHHr c HayqHa
uuQopuaura a,rr r uoxorpaQuN r
xo,rerrrisgr roMose l0r-

50 286 280

14. LuTnpaHr-rr t,I-rrH peueH3Hr4 B

uepeQeprpaur cnucaHl.r, c Hay'rHo
peqen:npase. 2r.

6

x Cyua or noxa:arer 30
Xopap[yM Ha BoaeH]t rexurx 3a

locne.[Hr{Te rp}r roanru a 6r,arapcxn
yHrrBepclrerr.r. no I ToqKa 3a Bcexx
[poBeaeH.rac.

96 96

l llora:are,r 3 l. 14xaexc ua Xupu cnopea
Scopus nrr.r Web of Scinece

4 1

3t,

30



OcseH rosa rn. ac. a-p A,rexcaug:rp XpucToo uMa r.r rorsM 6pofi yuacurx n
HayqHou3cre.(oBareJrcKr, flpoexTx, Karo HanpuMep: lye (2) ytacrur B rrpoeKTlr xr,u (DHI4 r.r

eAHo (l) B Mex.qyHapoAeH HayrIeH npoexr rlo Ofl ,,Hayxa u o6paaoranr.re 3a EHTerHreHreH
pacrex" n Cartagena, Spain, 20239.; ,{le (2) yuacrue B rporpaMara na MOH,,Mragu yueHn
u nocrgorropauru".

Vqacruq B rrpoeKTx He ce H3r{cKBar cflopea re3r.i fioxa3areJlu, Ho re ca oue erHo
aoKa3are;IcrBo 3a roneM[s orrrr r.r eKcuepru3a Ha (aHAr.rAara. Kanasaarrr apunara
npttgo6urus onr{T B Te3rr npoerTr4 B HeroBara neAaror}r.recra AeftHocr.

2. Oqesra Ha neAaror[qec(ara rroAroroBra n Ae Hocr Ha KaHAuaara

fr. ac. 4-p A,rercan4r,p Ba.[enruHos Xpucron e npeloaaBaren B Kareapa

,,HHtf opvaqr.roaHH TexHoJrorfir4 e ungycr:puera". Cnope4 npeacraBeHara aKaaeMr.rqHa

c[paBKa r(aHAHAaTaT [pe3 flocne.qHllTe TpLI roaLtHI,I e [poBexla,'] neKqr{r{ IIo ar.rcu]rrlJlltHaTa

,,l4ac,regnaue Ha oflepaqur,rre r.r npunoxHo nporpanupaue", 3a cneqlraJruocru LlTkl u KCV,
KaKTo l, ,eKl-(uu no aHcrlx[nr.rHure ,,l,lHrepHer Ha Heuara" u ,,I4nrepner rexsororuu" 3a

cneulrrrJrHocr HTI4. O6rqo 3a nocJreaHure rpra (3) araaerrllrrrHr.r ro,ryrHr.r 96 .rac4 xoero
MHororparlto Ha.4Br,rrtraBa r.r3r,Icl(Bauero or 30 ro.rxli 3a xopaplryM.

Oceen rosa KaHAr.raartT e noBrrurr.rJr xna,rNtfuxauuouHg, cx oILIT c yqacrl,Ie B npoeKr
B rroMou Ha AoKropanrr npr.l HHC - TY-Co$ur, ,,l4Hre,tareu,rna cucreMa 3a aereKTI,IpaHe Ha
(oMrrpoMerupzrHu IoT ycrpoficrBa B pe3ynrar ua xu6eparaxa". fly6auxyna"r e peaur.r3npaHo

:ra6oparopuo ynpaxueuue uo K-r.r6epcurypuocr ua IIoT npo'rororrr Ha MexAyHapoaHa HayqHa

xonrfepeuqur n Oxpu.q, rpyaoBere Ha Koqro ca HHAeKcr.rpaHu n Scopus. Tona aora-asa
HefoBoTo BHcoKoI(aqecTBeHo HHBo Ha [peno.4aBaHe.

B saxnrcqesne Moxe Aa ce o6o6qn, qe rJr. ac. A-p nHx. A,rercarr4rp Baaesruson
Xpacron uua neo6xo,qunara npa(TfiqecI<a H fieaaror]Iqecxa rna,ra$uxaqux.

3. OcnosHu HayqHrr H HayqHorrpu,'roxHu rrpuHocu

Kasauaarrr rl. ac. g-p aax. A,re(caH,qtp Baaenrunon XpEcroB EMa HayrrHu, HayqEo-
npruoxHr.r l,t nplnoxHr.r fipr,rHocrr, g o6racrra ua ru6epcarypaocrra.

3uavulr uay.ren nprrHoc e HanpaBeHnrr aHTIJILI3 Ha 3arlJIixlrre, ys3Br.rMocruTe t-t

ru.r6epcurypuocrra na IoT, IIoT u npe4,roxeHrrre pelreHr.r, 6a:npaHra Ha r{3r(ycrBeH I{HTereKT

3a oTKpHBaHe H CnpaBrHe c r.r3roloqrrTerHo oIIacHL aTaKH .rpe3 H3rrojr3BaHe Ha 3JIoHaMepeH

Ko.4, araKn or rurra orrar3 or ycryru (DoS) Ir araxu no crpaHl,ItrHu xaua;ru (Side-Channel
Attacks). Tosu npruoc Moxe aa ce rrpuqllcJru KbM rpynlrre ,,qoKa3BaHe c HoB]I cpeacrBa Ha

csu.tecTBeHrj HoBx crpaHr.r Ha Beqe cbxlecrByBaulu HayrrHr4 o6racrrr, npo6neMll, Teop[]I,
xunore:u".

B uayuuo-npruoxHr.tre flprrHocu Ha KaHArlAara ca npeanoxeHlr peu]eHl{, 3a

noAo6peHue Ha IoT s rpure aafi-crrqecrBeHlr o6racrlr: xoMyHr{Kallulrre, curypHocrra t-l

o6pa6orrara Ha roneMrr 4arrnN. flpearoxeHu ca MoaeJr Ha pa3lxl4peHa panxa ua IoT,
6esxltquu ceH3opHH Mpexr4, peirJrrr3aur.ru na 6egxltqgr,r KoMyHrrKarII4oHH (aH:IJII,I, ctfaaAeH e

KoHqe[TyaJreH MoAeJr 3a a3cJreABaHe Ha BpeMero 3a ycneIIrHo nponexgane na DDoS upexonu
araxft s IIoT. flpeg.roNeu e noaxoA 3a cuMynrrpaHe ua co<fryepno ge(flrnupanu Mpexu u ca

[poBeAeHr,r crrMyJraqr{oHHrr eKcnepr.rMeHTn. Caure:upauN ca anropltrtM u Python
npuonoxeHr,re, Koero peirJrlr3r,rpa crrMynarop. c noMoulra na roftro ca npoBeaeHl'I

cuMynaqaonHu rr3cJreaBanri, Ha Mynrrrnpouecoplr c MHoronoproBa flaMer, xu6epa'rarn or
runa cookie poisoning, IIoT DDoS. Te:rl upnnocu Moxe aa ce r.uao'ltfuuupar (bM rpyrlara
,,cb3aaBaHe Ha HoBIr x,racutfuxauun, Meroau, (oHcrpyKuLIlr, rexnolorur".



3a yuacruero cu B KoHrypca KaHAr4.qar6T e npeAcranur ruonorpatpur, B Koqro LI3cJIeaBa

H aHzlnr{3r.rpa ctcroqHrrero ua npo6:relru g o6racrra ua I,Iurepuer Ha Herrlara, (aro
cBT,p3anocr, npunoxenue curypuocr. Hrrr,u uonorparf r.rvHur r:pya KaHAr,r,qar6T e BKrloqur
orqe rrerup Haaecer (14) ny6:ruraqur.r. AaauaAecer or rpyaoBere My ca lrHger(cfipaHu B

Scopus. .{ecer ca qr.rrrrpaHr,t B HayqH[ ry6:ruxaqua, Kor.rro clrrlo ca ny6nuxynaua n
apecruxHu nayvnra $opyuu r.rHleKcrrpaHu n Scopus. I4naexcrr na Xrprr Ha KaHAr{Aara e

uerupa (4) cuope4 Scopus. floseqero ny6:ruxaquu Ha r:r. ac. .u-p A"'re(caHAbp Xpr.rcroa ca or
flocJreaHure rpu ro.qrrHr.r. Celeu ca caMocrocreJrHu. Bcuqro roea aoKa3Ba, qe flpuHocrrre ca

-[!IqHo Aeno Ha KaHAH,rIara KaKTo u HenoBara arcrHBHa nayvHa ,qefinocr H BHcoK

npotlecuouarusllr.

4. 3naquMocr Ha nprrHoc[Te 3a HayKa'ra H rrpaKTlrKara

AHa:rxsar Ha EpuHocllre Ha KaH.qlt.qara [oKa3Ba, qe re ca c roJIrMa 3HaqrMocr 3a

crBpeMeHHara rr rr3rurror{HrenHo naxna o6,racr Ks6epcurypnocr r IoT r,r IIoT.
Cnagenu ca Lr 3HaqHTerHo ca Ha,4BurrreHu KoJrurrecrBeHure noKa3arerl Ea KpI{TepuI,ITe

3a 3aeMaue Ha aKaAeMr.rr{Hara AnbxHocr ,,Aoqenr". forerr,rrxr 6poft qfiTr.rpaur,rs Ha rpyAoBere
r.i rrxHoro r.rHAe(cupaHe s Hafi-roreNrure 6asu Aarlau karo Ha[puMep Scopus, nora:nar
roJIrMoTo npr,t3Huulue, KoeTo e rrocTrrrHzlJr KaH,u,raaTbT cpeA HayqHI,ITe cpeal. y Hac LI B

vyx6uua.

Klu npe4ocraneuure or r.lr. ac. a-p urx. A,rexcaxarp Ba"renrunon Xpucroe rpyaoBe

HffMzltrl crIqecrBeHLI KpHTuqHH 6e:rexxu.
flpenoputarr Ha Kau.qr.raara aa flpoatnx]t Hayrrno-r{3c.,reaoBareJlcKara u

[penoaaBarencxara cr{ aefiHocr a r.rs6pauoro HayqHo HanpaBnesue. Arrunso Aa yqacrBa B

HoBu apoemu u n ny6nlrrynanero Ha HoBr4 yve6nr.r noco6u, 3a aa ce pa3B[Ba rr Aa rrpe.rlaBa

cBo, onur Ha cryAeHrr.r, rorropaHTn u na o6urecrnoro.

3AKJIK)qEHI,IE
KaxAraAarur rJr. ac..q-p r.rnx. Arercan4rp Ba,reHruHoB Xpucroe, HMa noryqeHu

aocTaTbqHo HayqHr,r, HayqHoflpfinoxHu r{ npunoxHr.r npr]Hocx c ro]uMa 3HaqI{MocT.

Br,l ocnona Ha 3arro3HaBaHero MH c npe.qcraBeullre HayqHr,I TpyaoBe, TrxHara
3HaqrrMocT, crabpxaullrTe ce B T.,rx HayqHrr, HayqHolpHJroxHE H nplrnoxH[ [p]rHoclr,
HaMr,rpru 3a ocHoBarenHo aa npe,4,'roxa rJr. ac. a-p Hxx. A;rexcangrp Ba"renrnnoo Xpucron
Aa 3aeMe aKa.qeMr,rrrHara AJrr,r{rHocr ,.Aorlenr" r nposecuona,'rHoro HalpaBnegue 5.3.

,rKouyxuxaquoHHa u rcoMnx)Tr,pua rexHuxa", cneqnrlJlHocr,,Korrnrorrpxu cncremB,
KoMnJlercIr u lrpexu".

fiara:25.03.2026
ILrosarrg

IIIIEH tIA XYPHTO:
/Aoq. a-p ulrx. lutrxtaBypaxoYal

5. Kpuru.lru 6e,rexxu n npenopLxn



SCIENTIFICOPINION
Regarding the competition for the academic position of "Associate Professor" in the

professional lield: 5.3 Communication and Computer Engineering

Specialty: "Computer Systems, Complexes, and Networks"

Announced in State Gazette, issue: 101, dated 27.11.2025

Candidate: Chief Assistant Professor Alexander Valentinov Hristov, PhD, Eng.

Member of the Scientilic Jury: assoc. prof. Dilyana Budakova, PhD, Eng.

1. General Characteristics ofthe Candidate's Research and Applied Research Activities

For participation in the competition, the candidate has presented a habilitation thesis
(monograph) and a list of l4 scientific works, categorized according to national requirements
as follows:

Indicalor
Gtoup

lndicator and points according to
LDASRB dnd RADAS for the Technicsl
Univeniq of Solia as of 20. I I. 2025, 5.3.

Communication tnd Computer
Engineering

Minimum
rcquircments fot the
academic position of

"Associate
Prufessor"

Tolal
Fulrt ed

Poinls per
lndicatot

Indicator l: Dissertation for the award of
the educational and scientific degree
"Doctor" (PhD).

50 -50

B Indicator 3: Habilitation thesis
monograph 100 points. 100 100 100

f Sum ofindicators 5 to l1: Sum ofpoints
for indicators 5 to I l. Indicator 7:
Scientific publications in venues that are
refened to and indexed in world-renowned
scientifi c information databases
(Scopus/Web of Science). 40/n

200 3 53.3

lndicator 8: Scientific publications in non-
refereed joumals with peer rer ier.r or in
edited collective volumes. 20/n

30

.q Sum of indicators 12 to l5: Sum ofpoints
for indicators l2 to 15. lndicator l2:
Citations or reviews in scientific
publications, referred to and indexed in
world-renowned scientific information
databases, or in monographs and collective
volumes. l0 pts.

50 286 280

Indicator 14: Citations or reviews in non-
refereed ioumals with peer review. 2 pts. 6

x Sum of tndicator 30: Total for indicator 30.

Teaching load: Lecture hours taught over
the last three years in Bulgarian
universities. I point for each hour
conducted.

30 96 96

3 Indicator 3l: Hirsch Index (h-index)

according to Scopus or Web of Science.

4 I

A
50



From the presented scientifrc works and the calculated scores, it is evident that the
minimum requirements for all indicators for the academic position of "Associate Professor" are
met and significantly exceeded, in accordance with the Regulations on the Terms and
Procedures for Occupying Academic Positions at TU-Soha in Area 5. Technical Sciences.

Furthermore, Chief Asst. ProL Alexander Hristov, PhD, has a substantial record of
participation in research projects, such as: two (2) participations in projects funded by the
National Science Fund (NSF) and one (l) in an intemational research project under the
Operational Programme "Science and Education for Smart Growth" in Cartagena, Spain,2023;
two (2) participations in the Ministry of Education and Science (MES) program "Young
Scientists and Postdoctoral Researchers."

Although participation in projects is not required according to these indicators, it serves

as further evidence ofthe candidate's extensive experience and expertise. The candidate applies
the experience gained from these projects directly to his pedagogical and teaching activities.

2. Assessment ofthe Candidate's Pedagogical Preparation and Activity
Chief Asst. Prof. Alexander Valentinov Hristov, PhD, is a lecturer in the Department of

"lnformation Technologies in Industry." According to the presented academic record, over the
last three years, the candidate has conducted lectures in the course "Operations Research and
Applied Programming" for the majors "lnformation Technologies in Industry" (lTI) and
"Computer Systems and Technologies" (CST), as well as lectures in "lnternet of Things" and
"lntemet Technologies" for the ITI major. The total teaching load for the last three (3) academic
years totals 96 hours, significantly exceeding the 30-point requirement for teaching hours.

Furthermore, the candidate has enhanced his professional qualification through
participation in a project supporting doctoral students at the Research and Development Sector
(NIS) - TU-Sofia, titled "lntelligent System for Detecting Compromised IoT Devices Resulting
from Cyberattacks." He has published a developed laboratory exercise on "Cybersecurity of
IIoT Protocols" at an intemational scientific conference in Ohrid, the proceedings of which are

indexed in Scopus. This demonstrates his high-quality level ofteaching.
In conclusion, it can be summarized that Chief Asst. Prof. Alexander Valentinov

Hristov, PhD, Eng., possesses the necessary practical and pedagogical qualifications.

3. Main Scientific and Applied Research Contributions
The candidate, Chief Asst. Prof. Alexander Valentinov Hristov, PhD, Eng., has

demonstrated scientific, scientific-applied, and applied contributions in the field of
cybersecurity.

A significant scientific contribution is the conducted analysis of threats, vulnerabilities,
and the cybersecurity of IoT and IIol alongside proposed AI-based solutions for detecting and
mitigating highly dangerous attacks, including malicious code, Denial of Service (DoS), and
Side-Channel Attacks. This contribution can be classified under the category of "providing new
evidence for essential new aspects of existing scientific fields, problems, theories, and
hypotheses."

In the candidate's scientific-applied contributions, solutions are proposed to improve
IoT in the three most critical areas: communications, security, and big data processing. An
extended IoT framework model, wireless sensor networks, and implementations of wireless
communication channels are proposed. Furthermore, a conceptual model has been created to
study the success time of DDoS network attacks in IIoT. An approach for simulating Software-
Defined Networks (SDN) is proposed, and simulation experiments have been conducted. An
algorithm and a Python application have been synthesized to implement a simulator, used for
conducting simulation studies on multiprocessors with multiport memory, cookie poisoning



4. Significance of Contributions to Science and Practice
An analysis ofthe candidate's contributions shows that they are of great significance to

the contemporary and critically important field of Cybersecurity in IoT and IIoT.
The quantitative indicators and criteria for occupying the academic position of

"Associate Professor" have been met and significantly exceeded. The high number ofcitations
and the indexing ofhis works in major databases such as Scopus demonstrate the high degree
ofrecognition the candidate has achieved within the scientific community, both in Bulgaria and
abroad.

5. Ciltical Remarks and Recommendations
I have no significant critical remarks regarding the works submitted by Chief Asst. Prof.

Alexander Valentinov Hristov, PhD, Eng.
I recommend that the candidate continue his research and teaching activities in the

chosen scientific field. I also encouage active participation in new projects and the publication
ofnew teaching materials and textbooks, in order to continue his professional development and
to pass on his expertise to students, doctoral candidates, and society at large.

CONCLUSION
The candidate, Chief Asst. Prof. Alexander Valentinov [Iristov, PhD, Eng., has achieved

a sufficient number of scientific, scientific-applied, and applied contributions of high
significance.

Based on my review of the presented scientific works, their significance, and the
scientific, scientific-applied, and applied contributions contained therein, I find it justified to
propose that Chief Asst. Prof. Alexander Valentinov Hristov, PhD, Eng., be appointed to the
academic position of "Associate Professor" in the professional field 5.3. Communication
and Computer Engineering, specialty "Computer Systems, Complexes, and Networks."

Date:25.03.2026 MEMBER OF THE SCIENTIFIC JURY:

Plovdiv (Assoc. Prof. Dilyana Budakova, PhD, Eng.)

cyberattacks, and IIoT DDoS. These contributions can be classified under the category of
"creating new classifications, methods. constructions, and technologies."

For participation in the competition, the candidate has presented a monograph in which
he investigates and analyzes the state of problems in the field of the Internet ofThings, such as

connectivity, application, and security. Beyond the monographic work, the candidate has
included fourteen (14) additional publications. Twelve ofhis works are indexed in Scopus. Ten
have been cited in scientific publications also published in prestigious scientific forums indexed
i-n Scopus. The candidate's h-index is four (4) according to Scopus. Most of ChiefAsst. Prof.
Alexander Hristov's publications are from the last three years, and seven are sole-authored. All
this proves that the contributions are the candidate's personal work, reflecting his active
scientific activity and high level ofprofessionalism.


