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//“\\ Mo KOHKYpPC 3a 3aemMaHe Ha akageMuyHa AnbxHocT JloueHT” no

: — \tﬁpocbeCMOHanHo HanpaeneHue 5.3. KOMyHUKaLMOHHa U Koman'pra
1} xnm&a creumanHocT: ,KOMMIOTLPHU CUCTEMMU KOMIIIEKCH U MPEeXu*,
/% obseeH B [1B 6pon 101/27.11.2025r.,

;// ' C KaHaMpaT: rn. ac. A-p MHX. AnekcaHanbp BanenTuHoB Xpuctos

PeueHs3eHT: gouy. a-p uHx. MNansa Naenoe.a,
kat. UTU, ®KCT, TY — Codous

1. OOwWwM nonoxeHus u uorpadPuyHU AaHHU

AnekcaHabp BaneHTMHOB XpUCTOB € rnaBeH acuUCTeHT B KaTegpa
MHTENUreHTHM  TexHonorm B uHayctpuata® npun OKCT. 3aHumaBa ce
npenogasartericka u HaydHa genHocTt oT 2019 r. B TexHudeckn YHuBepcuteT
Codmsi. YyactBa 3a KOHKYpC 3a HayyHa crteneH ,JloueHT' no npodecuoHanHo
HanpasneHue: ,5.3. KOMyHMKaUMOHHA W KOMNKOTbpHa TexXHUKa“ Mo Hay4dyHa W
yyebHa crneumanHocT: ,KOMMIOTHLPHU CUCTEMU, KOMMMEKCH U Mpexun”. Hay4yHoTo
XYpU € HasHa4yeHo OT pekTopa Ha TexHu4eckn YHusepcutet Codus cbe 3anoses
Ne OX-5.3-14 o1 03.02.2026 r.

2. OO6wo onucaHue Ha NpeacTaBeHUTE MaTepuanmu

'n. ac. g-p vHX. AnekcaHabp BaneHTMHOB XpUCTOB y4yacTBa B KOHKypca C 1
MoHorpaduyeH Tpya, 14 nybnukauum, 12 oT kouTo ca no nokasarten [7 -
pedepupaHun B Scopus 1 2 no nokasarten 8. OT npegocraBeHuTe nybnukauum 12
ca Ha aHrMUINCKN e3unk, KaTo 8 OT TAX ca CaMOCTOSTESNHM 1 6 B CbaBTOPCTBO. KbM
TpyAOBETE Ca NPUINOXEHN U BCUYKN HEOOX0AMMN CHNBTCTBALLM MaTepuani, KaTo:
aTobuorpacmss U aBTOpCcKa CrnpaBka 3a MPUHOCUTE, CrpaBka 3a UMTUPaHus,
CBMAETEeNCTBO 3a CbAMMOCT U MEAULIMHCKO CBUAETENCTBO, B CbOTBETCTBME CbC
3PACPBE v npasunHuuuTe 3a npunaraHeTo My, KakTo U NMHKOBE KbM aBTOPCKU
y4yebHM MmaTepuanu no npenogaBaHn OT KaHanaaTta AUCLUMNINHNA.

OT npeacTaBeHUTe TPyAOBE € BUAHA akTUBHATa Hay4yHa paboTta B obnacTra Ha
NpoeKkTupaHe, usrpaxaaHe n uscnegsaHe B obnacrtra Ha IHTepHeT Ha HellaTa -
loT, cumynupaHe Ha KOMMIOTBPHU CUCTEMM WU MpPEXU, KUDEpCUrypHocCT,
ynpaBnsBaLy copTyep Ha yCTpoWCTBa 3a fobusaHe KpuUnToBanyTu, TenemMeTpus
W OTAane4vyeHo ynpasneHue Ha YCTPOMCTBA, U3pas3 Ha KOATO ca NpeacTaBeHuTe
Hay4YHU W HaAyYHO-NPUMOXHW MOCTMXXEHUS Ha M. ac. A-p WHX. AnekcaHaobp
BaneHTuHoB XpucToB.

Mo nokasaten ,A" (bpoaTt Toukm e 50) kKaHaMAATHLT OTroBapSA Mo TOBA U3UCKBaHe
,Tbi KaTo npuTtexaesa gunnomHa 3a gokrop , TYC-OKCT44-HC1-057 / 13.06.2023
r.“. MuHumanHmat 6pon Touykum 3a nokasaten ,B“ e 100 , kato kaHgupaTta e
npeactasun MoHorpaduyeH Tpya Ha Tema ,CbetosiHue u npobnemu Ha HTepHeT
Ha HellaTa: CBbp3aHOoCT, npunoxeHue n curypHoct’, ISBN 978-619-167-575-3. 3a
nokasarten ,[ MuHUManHuaT Gpon Toukn e 200, Kato TpyaoBeTe Ha KaHauaaTa
Aaeat 383.3: no nokasaren 7 (nybnukaunn pedepumpaHn B SCopus) TOYKUTE ca
353.3, a I8 ca 30. CnepoBarenHo, BpoAT Ha TOYKUTE OT MpeACTaBeHUTEe
nybnukaumm no nokasaten [ nokpueat usuckBaHusta Ha 3PACPB 3a A[
~aoueHT”. 3a nokasarten ,[1° MUHUMANHUAT Bpon Toukn e 50, KaTo KaHaNAaTHLT €
npegcrasun 33 UMTUPaHUS, a TodkuTe ca 286. 1o nokasaten , 2K MUHUManNHUA
Gpoi Touku e 30, KaTo B CnpaBkaTa OT KaHauaaTa Te ca 96. AKTUBHOCTU Mo ApYru
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nokasarenu 3a Afl ,40UeHT” He ce U3NCKBaT.

O-p AnekcaHgbp XpUCTOB AEMOHCTPUPA 3HAYMMK NOCTUXKEHUS KaKTO W
noteHuuan 3a passuTMe. HayuHouscnegosaTenckata W HayvyHO-NpUNoOXHaTa
OeVHOCT Ha KaHauaaTa nokpmeaT U3NbfHEHUETO HAa MUHUMANHUTE HaUWOoHanHu
N3UCKBaHUS.

3. OO6wa xapakTepucTUKa Ha HayYHOM3cnegoBaTenckara u
Hay4YHONpUNoOXHaTa AeMHOCT Ha KaHauaarTa

WN3cnepgosaTenckata u Hay4yHO-NpuUnoXxHaTta AEeAHOCT Ha KaHauaarta € BuaHa
OT HEroBUTE HAy4YHU TPyAOBE, KaKTO W Y4aCcTUETO My B HAYYHM MPOEKTU WU
no3sonsBea Aa ce Aafe NonoXWTenHa oueHKa Ha HeroBaTa uacnegoBaTencka u
Hay4YHO-NPUNOXHa AeNHOCT.

KaHanpatsT e yyacTBan B NeT HauMOHaNHU U eauH MeXAyHapoaeH HaydHo-
nscnenosaTencku npoekTu. Tpsibea aa ce otbenexu n Hannymeto Ha Acceptance
letter 3a pabotata ,Hristov, AV.; Gotseva, D.; Trifonov, R.l.; Petrovic, J.
Development of an loT System for Acquisition of Data and Control Based on
External Battery State of Charge, Electronics Journal, 2026, 15, 502.“ ot cn.
Electronics B kBapTun Q2, Bbnpeku 4e ToBa He ce u3nckea (KOHKypcwhT 3a Al
»O0LUEHT", B KOUTO yyacTBa KaHAuAaTa € npeau U3MeHeHusiTa B NpaBuIiHMKa Ha
TY-Codusa 3a npunaraHe Ha 3PACPB).

4. OueHka Ha negarormyeckarta NnoaroToBKa M AEMHOCT Ha KaHaMAaarta

HanpaBrieHusiTa, B KOUTO MOXe Aa ce 0606Lm negarornyeckaTta noaroTBeHoCT
W [erHOCT Ha KaHauaata ca  MNpUnoXHO nporpamMupaHe, KOMMIOTbPHU
apxutektypu, loT, Industrial [0T, W3KyCTBEH WHTENEKT, KOMMIOTBHPHU MPEXM,
KnbepcurypHoOCT, pa3npeaenenun cuctemum u Blockchain.

'n. ac. a-p nHx. AnekcaHabp BaneHTuHoB Xpuctos npenoaasa/n b OKCT
cnegHute aucuunnuHn: KoMnooTbpHU cuctemun”, IHTEpPHET TexHonoruu,
JMHTepHeT Ha HewaTta“, ,CuUrypHOCT 1 aBTOMaTM3aLUMA Ha MPEXOBWU cpean’,
LJ3cnegsaHe Ha onepauuuTe U NPUNOXHO NporpamMuMpaHe”, Kato € noaroTsun
CbOTBETHU y4ebHU MaTepmann KbM NOCOYEHUTE AUCUUNNNHU. BpoaT Ha To4kuTe
no nokasaren > ca 96 TOYKM 1 MHOrOKpaTHO HaaBULLABaT n3nmckyemute 30 TOYKM.
3a nocnegHute 3 roauHn uma Hag 30 ycnewHo 3awuTUNM AUNIOMaHTu —
BakanaBpu u MmarucTpu.

5. OCHOBHM Hay4HU U HAYYHO-NPUNOXHK NPUHOCH

B moHorpadmuHua Tpya ca ,aHanusvpaHu 3annaxute, YsS3BUMOCTUTE U
knbepcurypHoctta Ha MWHTepHeT Ha Hewata (loT), BKMOYUTENHO MNpU
UHAyCTpuanHusa uHTepHeT Ha Hewata (lloT) n ca npegnoXeHw peweHns
BasuMpaHu Ha WU3KYCTBEH WHTENEKT 32 OTKPUBAHE W CrpaBsHE C HAKOW BUOOBE
aTaku - HapyllaBaHe Ha WMHTerputeTa 4ypes U3NoN3BaHe Ha 3NoHamepeH Kopa,
aTtaku no crpaHuyHn kaHanu (Side-Channel Attacks) u ataku oT TMna oTkas oT
ycnyra (DoS)".

MNpuemam npuHocUTE, KOWTO Ca NpeACTaBEHM B aBTOpcKaTta crpaska Ha
kaHauaata. ObobLeHo Te ca CBbp3aHu C U3cneasaHe Ha KOMMITbLPHU CUCTEMM,
pasnpeaeneHn CUCTEMU N KOMMIOTbPHU MPEeXu, KNbepcurypHocCT U ocurypsisaHe
Ha BUCOKO HUBO Ha MHPOPMALIMOHHA CUTYPHOCT.

lNpnemam, 4ye npuHOCUTE HA KaHAMAAaTa ca pPaBHOCTOMHU BbB BCUYKM
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CbBMeCTHM nybnukauuu (He e npeacTaBeHa cnpaska 3a NMMYHUA NPUHOC Ha M. ac.
A-p VHX. AnekcaHgobp BaneHTUHOB XpWUCTOB B KONMEKTUBHUTE nybnukauuu). B
KONEeKTUBHUTE NyBnukaumm nmymn noYepKbT Ha KaHaMAaTa B KOHKypcea.

Hama cBegeHus 3a aBTOpPCKM CBUAETENCTBA, NAaTEHTU U BHEApABaHUA.

6. 3HaAYUMMOCT Ha NPUHOCUTE 3a HayKaTa U NpakKTukaTa

3HauYMMOCTTa Ha nNPUHOCUTE 3a Haykata W npakTukata e BugHa oT
UMTUPaHUATa Ha rN. ac. A-p WHX. AnekcaHabp BaneHtnHoB XpuWCTOB.
3abenasanute obwwo 33 unTnpanusa ca nuHgekcupaxu B Scopus n Web of Science
KaTo OPOAT Ha TOYKUTE NO CbOTBETHUSA NOKa3aTeN 3HAYNTENHO HaABULLIABAT KaKTo
HaLUWOHANHWTE M3UCKBaHMA Taka W Te3n B [lpaBunHmka Ha TY-Codwmsa 3a
npunaraHe Ha 3PACPB.

7. KpuTuyHM Genexku U npenopbKu

KaHaupateT e chopmynupan nobpe npuHocuTe B NpeacTaBeHa crpaeka, obLuyo
9 Bpos, Ho npmHocK NeNe 3 1 7 moraTt ga ce obeaAuHAT B eAuH.

MNpenopbyBam Ha rn. ac. A-p WHX. AnekcaHabp BaneHTuHOB XpuCTOB B
6baewe pna nybnvkyBa noBeye CaAMOCTOATENHW CTaTUM B NPECTUXHU
MeXAYHapOAHU KOHbepeHUMM 1 CnncaHuns, KaTo owe no-3aabnboyeHo nscneasa
CUrypHOCTTa B UHPOPMALMOHHUTE CUCTEMM.

8. ITnyHmn BnevyaTtneHus " CTaHOBMLUE Ha peueH3eHTa
[NosHaBam kaguaata AnekcaHgbp XPUCTOB OLLEe OT CTYAEHT Nno crneyuvanHocT
,KOMMIOTBLPHO U COPTYEPHO UHXKEHEPCTBO BB Pakynteta KOMMIOTbPHU CUCTEMMN
n TexHonorumn (PKCT), kato cbM My npenogasasana. Cnej Toea cnegux Heroearta
paboTtata kaTto [JOKTOpaHT KbM kategpa ,MHdOpMaLMOHHM TexHomnoruv B
nHayctpuata“ (MTN) kbm OKCT, kosaTO 3aBbpluM C ycnewHa 3awmta Ha
avceptaums. lNMocne KaTto acUCTEHT W rnaBeH acucTeHT B kateapa UTU cbm
paboTuna CLBMECTHO MO PasnUYHN agMUHUCTPaATUBHU 1 Yy4eDHM 3agaun, B KOUTO
TOW ce cnpassiwe nepdekTHo. MMam oTnn4YHM BnevaTneHns oT Herosata AeNHOCT
npes roguHNTE N KaTeropMyHo Mmora ga Aam nonoXxvwTernHo MHeHue 3a KkaHguaara.

3AKINMKOYEHUE

Bb3 oOcHOBa Ha rope W3MNOXEHOTO Hamupam, 4e npeacTaBeHuTe oT
eQVHCTBEHUS KaHaMaaT rn. ac. A-p AnekcaHabp BaneHTuHoB XpucToB TpyaoBe U
Matepuanu Mo KOHKypCca 3a 3aemaHe akagemMuyHata [ANbXHOCT “A0uUeHT’
OTroBapsT HanbfHO Ha u3auckeaHusaTa Ha 3PACPB, lNpaBunHuka 3a HerosoTo
npunaraHe u BbTpeLHUsA npasunHuk Ha TY-Codums.

Y6eneHo npenopbyBaM Ha MOYUTAEMOTO HAY4HO XXypu Aa Npeanoxu Ha
dakynteTHns cbeeT Ha PKCT ga msbepe rn. ac. a-p AnekcaHabp BaneHtuHoB
XpuCcTOB [a 3aeme akajemuyHata ANbXHOCT ,[O0LUEHT B MPOogecUoHanHoTo
HanpasneHue 5.3. KOMyHMKaUMOHHaA U KOMMKTbpPHA TEXHMKA, cneuugnHOCT:
,KOMMIOTBPHU CUCTEMU KOMMMEKCU U MPEXN". -

Codousn PELIEH3EHT: i
18.03.2026 . /aou. a-p uHx. . NMaBnosa /
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REVIEW

on competition for the occupation of the academic position of "associate professor”
in the professional field 5.3. Communication and Computer Technique,
Specialty "Computer systems, complexes and networks",
announced in the State Gazette Ne101/27.11.2025
with candidate: Ch. Assist. Prof. Aleksandar Valentinov Hristov, PhD
Member of the scientific jury: Assoc. Prof. Dr. Eng. Galya Pavlova, PhD

1. Overall characteristics of the candidate's research and applied research
activity

Aleksandar Valentinov Hristov is a Chief Assistant at the Department of “Intelligent
Technologies in Industry” at the Faculty of Computer Systems and Technologies. He has
been engaged in teaching and research activities since 2019 at the Technical University
of Sofia. He is participating in a competition for the academic position “Associate
Professor” in professional field “5.3. Communication and Computer Technigue,” in
specialty “Computer systems, complexes and networks” The scientific jury was appointed
by order of the rector of the Technical University of Sofia No. O>K-5.3-14 of 03.02.2026.

2. General characteristics of the research and scientific-applied activity of
the candidate

Chief Assistant Dr. Eng. Aleksandar Valentinov Hristov participates in the
competition with one monographic work and 14 publications, 12 of which are according
to indicator G7 (referenced in Scopus) and 2 according to indicator G8. Of the publications
provided, 12 are in English, 8 of which are single-authored and 6 co-authored. All required
accompanying documents are included: curriculum vitae, author’s contribution statement,
citation reference and others, in accordance with the Law for the Development of the
Academic Staff in the Republic of Bulgaria (LDASRB) and the regulations for its
application, as well as URLs to teaching materials for courses taught by the candidate.

The submitted works demonstrate active scientific work in the fields of Internet of
Things (loT), simulation of computer systems and networks, cybersecurity, control
software for cryptocurrency mining devices, telemetry, and remote device control,
expression of which are the presented scientific and scientific-applied achievements of
Chief Assistant Aleksandar Valentinov Hristov.

According to indicator “A”, the minimum number of points is 50, and the candidate
meets this requirement, having a diploma for Doctor “TUS-FCST44-NS1-057 /
13.06.2023". The minimum number of points for indicator “B” is 100, and the candidate
has presented a monographic work titled “State and Problems of the Internet of Things:
Connectivity, Application and Security,” ISBN 978-619-167-575-3. For indicator “G” the
minimum number of points are 200, and in the report from the candidate these points are
383.3 points: 353.3 for “G7” (Scopus-indexed publications) and 30 for “G8”. Thus, the
publications fully meet the LDASRB requirements for “Associate Professor”. For indicator
“D”, the minimum is 50 points and the candidate has 33 citations, i. e. 286 points. For
indicator “J”, the minimum is 30 points and the candidate has 96 points. No additional
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indicators are required for this competition.

Dr. Aleksandar Hristov demonstrates significant achievements as well as potential
for further development. His research and applied scientific-applied activities fully meet
the national minimum requirements.

3. Overall characteristics of the candidate's research and applied research

activity

The candidate’s research and scientific-applied activities are evident from his
scientific works, as well as his participation in scientific projects.

He has participated in five national and one international research projects. It
should also be noted that he has an acceptance letter for the article “Hristov, AV
Gotseva, D.; Trifonov, R.I.; Petrovic, J. Development of an loT System for Acquisition of
Data and Control Based on External Battery State of Charge, Electronics Journal, 2026,
15, 502.” in the Q2 journal Electronics, although this is not required (the competition was
announced before the amendments to the TU-Sofia regulations for applying LDASRB).

4. Assessment of the pedagogical preparation and activity of the candidate

The candidate’s teaching expertise spans applied programming, computer
architectures, loT, Industrial 10T, Artificial Intelligence, computer networks, cybersecurity,
distributed systems, and Blockchain.

Chief Assistant Dr. Eng. Aleksandar Valentinov Hristov has taught the following
courses at the Faculty of Computer Systems and Technologies: “Computer Systems”,
“Internet Technologies”, “Internet of Things®, “Security and Automation of Network
Environments”, “Operations Research and Applied Programming”.

He has prepared the corresponding teaching materials for these courses. His 96
points under indicator “J” significantly exceed the minimal required 30 points. Over the
past three years, he has supervised more than 30 successfully defended bachelor's and
master’s theses.

5. Main scientific and applied scientific contributions

The monographic work analyzes threats, vulnerabilities, and cybersecurity in the
Internet of Things (loT), including Industrial IloT (lloT), and proposes
artificial-intelligence-based solutions for detecting and mitigating certain types of
cyberattacks - integrity violations through malicious code, side-channel attacks, and
denial-of-service (DoS) attacks.

| accept the contributions listed in the applicant's author reference. in general, they
are related to the investigation of computer systems, distributed systems and networks,
cybersecurity, and ensuring high levels of information security.

| accept that the candidate’s contributions are equal in all co-authored publications
(no reference has been submitted for the personal contribution of Chief Assistant Dr.
Aleksandar Valentinov Hristov in the co-authored publications). His authorship is clearly
visible in the co-authored works.

There is no information about patents, author’s certificates, or implementations.




6. Significance of the candidate’s contributions to science and practice

The significance of the contributions is evident from the citations of Chief Assistant
Dr. Eng. Aleksandar Valentinov Hristov. The 33 citations indexed in Scopus and Web of
Science significantly exceed both the minimal national requirements and those of
TU-Sofia’s regulations.

7. Critical remarks and recommendations

The candidate has formulated his contributions well - nine in total, but contributions
No. 3 and No. 7 could be combined.

| recommend to Chief Assistant Dr. Eng. Aleksandar Valentinov Hristov, in the future,
to publish more single-authored papers in prestigious international conferences and
journals and further deepen his research in information system security.

8. Personal Impressions and Reviewer’s Opinion

I've known the candidate Aleksandar Hristov since he was a student in the specialty
‘Computer and Software Engineering’ at the Faculty of Computer Systems and
Technologies, where | taught him. | later followed his work as a PhD student in the
Department of ‘Information Technologies in Industry’, which he completed with a
successful defense of PhD thesis. As an assistant and later a chief assistant in the same
department, we worked together on various administrative and teaching tasks, in which
he performed excellently.

| have excellent impressions of his work over the years and can confidently give a
positive opinion of the candidate.

CONCLUSION

Based on the mentioned above, | find that the works and materials submitted by the
sole candidate, Chief Assistant Dr. Eng. Aleksandar Valentinov Hristov, fully meet the
requirements of LDASRB, the rules for its implementation and the internal regulations of
the Technical University of Sofia.

| strongly recommend to the esteemed scientific jury to propose to the Faculty Council
of FCST to choose Chief Assistant Dr. Eng. Aleksandar Valentinov Hristov to take the
academic position “Associate Professor” in professional field 5.3. Communication and
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Computer Technique, specialty “Computer Systems, Complexes and Ne/gwq'ks .

Sofia REVIEWER:
18.03.2026 /Assoc. Prof. Dr. Eng. G. Pavlova /




